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WP1 Foundational Aspects of Network Coding
D1.1: Report on State of the Art

Abstract

The overarching goal of this workpackage is to utilize netwooding
ideas as a guiding paradigm for the operation of networks/érg in a small
time frame, due to node mobility, channel variations, amging traffic con-
ditions. In this report we review the network coding litenat, with focus on
research ideas and results that pertain to dynamicallygthgmetworks with
minimal infrastructure. This study provides a first vehiofehe ideas that
we plan to fully explore and develop within this workpackaga important
part of this work is also in providing a unified framework farravork.

The report is organized as follows. We start by reviewing écti®n 1
the main ideas in network coding through simple examplespndiding
a condensed literature referencing of the general area tafonle coding.
In Section 2 we start focusing our discussion to dynamicgtignging net-
works, and give a first approach on how network coding can ipéeimented
in practice in such environments. The section concludeB igintifying
open questions and challenges. We then proceed in an in disptission of
the aspects that we believe are of importance to our workehaerror con-
trol (Section 3), security considerations (Section 4)woeking algorithmic
guestions (Section 5) and characterization of achievalésand other ben-
efits (Section 6). The report is concluded in Section 7 withartsdiscussion
that summarizes our finding and highlights the main resedirelctions we
plan to pursue.



D1.1 Foundational Aspects of Network Coding: Report one&s@t-The-Art

1 Network Coding: Basics

The concept ohetwork codingwas first introduced for satellite communication
networks in Yeung and Zhang [1] and then fully developed irlsMede et al.
[2], where in the latter the term “network coding” was coindd this work, the
advantage of network coding over store-and-forward wasdemonstrated, thus
refuting the folklore that information transmission in airgeto-point network is
equivalent to a commodity flow. The two most popular examptes are used to
demonstrate network coding are depicted in Fig. 1 and 2. faumographs and a
book have recently been published [3, 4, 5, 6] on this sulgsatell as a number
of tutorial articles [7, 8, 9, 10].

A O O 6. .0
5 O O\@

T Z2 T T xr1 + o

© ‘
© ® © ©
R1 R2 R1 RQ Rl RQ
(a) Routing toR; (b) Routing toRs (¢) Network coding

Figure 1: The butterfly network introduced in [2]. Sourcgsand S, multicast
their information to receiver®; and R,.57 and S, multicast to bothR?; and R».
All links have capacity 1. With network coding (byor ing the data on linlC' D),
the achievable rates are 2 for each source, the same as yf @sstination were
using the network for its sole use. Without network codirg &chievable rates
are less (for example if both rates are equal, the maximuengét.5).

Traditionally, nodes in a network transfer data from souccdestination in a
multi-hop fashion by simply replicating packets from thiaputs to one or more of
their outputs; the specific data packets to be replicatedrandssociation of input
to output ports is effected through scheduling and routiegjsions. As illustrated
in Fig. 1 and 2, the main idea in network coding is that we alltt@rmediate nodes
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Without Network Coding With Network Coding
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Figure 2: Nodesd and B exchange information via relal. The network coding
approach uses one broadcast transmission less, and thus lmdhefits in terms of
bandwidth efficiency, delay and battery life.

to only forward but also process their incoming informatftows. This allows
to realize benefits as compared to the traditional approadierims of network
resources such as throughput and wireless bandwidth.

More specifically, the seminal work in [2] showed that for tradst traffic net-
work capacity can be achieved by allowing network nodesdufiteon to routing
and scheduling, to encode multicast data, i.e., combinavau of data packets
belonging to the same multicast connection to a single packieh is then trans-
ferred in place of the original packets. This work spurrediayl of activity in re-
cent years exploring issues related to relative performéinuts, the development
of appropriate network coding algorithms, practical inmpémtations, complexity
issues, expansion of the network coding idea to the encarfipgckets belonging
to different multicast of unicast sessions and possiéditf applying network cod-
ing ideas to wireless environments and other areas sucheasqpeer networks,
distributed storage systems, security and resiliency.

The following few paragraphs offer a very condensed and xiwa@stive liter-
ature referencing of main results in the general area of or&twoding. We will
however discuss in depth the works that are close to ourgirgals in the fol-
lowing sections.
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In terms of achievable rates, the the achievability of tha-mit max-flow
bound by linear network codes was proved byeLil. [11] using a vector space
approach and then by Koetter and Médard [12] using a matpxaach. For multi-
source problems, Yeung and Zhang [1] obtained informatti@oretic lower and
upper bounds on the information rate region for the sped#escof acyclic net-
works pertaining to satellite communications. These bsumdre generalized to
arbitrary acyclic networks by Song et al. [13]. The gap betwthese bounds was
recently closed by Yan et al. [14].

The first polynomial time coding schemes for network codireyevproposed
by Sanders, Egner, and Tolhuizen in [15], and independéntlyaggi, Chou, and
Jain in [16]. These algorithms were later extended to irelpgbcedures that at-
tempt to minimize the required field size by Barbero and Yieem [17]. Ran-
domized algorithms were proposed by Ho, Koetter, and M&daffros Shi and
Karger in [18], and also by Sanders, Egner, and Tolhuized 9 [and their asyn-
chronous implementation over practical networks usingegaions by Chou, Wu,
and Jain in [20]. Codes that use the algebraic structure designed by Koetter
and Médard [21], while the matrix completion codes werestigated by Harvey
in [22]. Permute-and-add codes were recently proposeddnyi,Jaassuto, and Ef-
fros in [23]. Decentralized deterministic code design wasoduced by Fragouli
and Soljanin in [24]. Improved algorithms for minimizingetikomplexity of cod-
ing were proposed in [25].

The first multicast throughput benefits in network codingnefd to the sym-
metric integral throughput in directed networks, and weported by Sanders, Eg-
ner, and Tolhuizen in [15]. An elegant connection of the dgtgout benefits to the
integrality gap of a standard formulation fo the Steinee fpeoblem was offered by
Agarwal and Charikar in [26], and was extended to averagritfirput benefits by
Chekuri et al. in [27]. Throughput benefits over undirectesphs were examined
by Li, Li, and Lau in [28], and by Chekuri, Fragouli, and Saijain [29]. Informa-
tion theoretic rate bounds over undirected networks withrivay channels where
provided by Kramer and Savari in [30]. Experimental resbitsWu, Chou, and
Jain reported in [31] showed small throughput benefits owngliracted network
graphs of six Internet service providers. Throughput bendifiat network cod-
ing can offer for other types of traffic scenarios were exauihy Rasala-Lehman
and Lehman in [32], and by Dougherty, Freiling, and Zege®i8].[ Non-uniform
demand networks were examined by Cassuto and Bruck in [24]eer in [29].

There has been a lot of interest in applying ideas from nétwoding in the
context of wireless networks, and here we briefly summarizeesindicative re-
sults. The benefits of combining network coding with broatiog have been in-
vestigated for example by Wu et al [35] and Fragouli et al].[3the LP formu-
lation for energy minimization was proposed by Lun et al i][3Fairness and
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delay over wireless networks were examined by Eryilmaz etra[38]. Physi-
cal layer network coding was proposed in [39]. COPE was desidhy Katti et
al. [40]. Applying network coding to untuned radios is intigated by Petrovi€ et
al. in [41]. Similar ideas have recently been applied todpamtation networks.
Network coding for sensor networks is also investigated bydkis et al. in [42]
and by Fragouli et al. in [43]. Wireless network coding haddeen studied using
information theoretic tools. For example, Gowaikar et abkied at the capacity
of wireless erasure networks [44] while Ratnakar et al. E¥&gimine broadcasting
over deterministic channels. Cross layer design has beamiegd by Sagduyu
and Ephremides, see for example [46].

Error resilience is one of the main topics we will examinehis tworkpack-
age. Separability of channel and network coding was exaiminyeSong et al.
in [47], by Ratnakar and Kramer in [48], and by Tuninetti amddouli in [49]. LT
codes were proposed by M. Luby [50], Tornado codes by M. Lutal.§51], and
Raptor codes by A. Shokrollahi [52]. Packet level codes démaploy intermediate
node processing have been proposed by Lun et al. in [53, 5dditidnal coding
schemes that operate under complexity constraints, sufikesk finite memory
at intermediate nodes have also been investigated by Paéatzal. in [55] and
Lun et al. in [56]. Queuing theory aspects of packet leveimgpdand connections
with back-pressure algorithms have been investigatedXamele in []. Network
error correcting codes and bounds have been considered YguRg and N. Cai
in [57, 58, 59, 60] by Z. Zhang in [61] and by S. Yang et al. in,[63, 64]. The
subspace approach has been recently proposed by R. Koadtet. &scischang
in [65]. Coding schemes using this approach are developeD.lfilva and F.
Kscischang [66].

Security for network coding has also been an active resesed, which we
will also discuss in more detail in following sections. Thelpem of making a
linear network code secure in the presence of a wiretap sawethat can look at
a bounded number of network edges was first studied by Cai anddyin [67].
They demonstrated the existence of a code over an alphaljetawleast(“?)
elements which can support the multicast rate of up-td:. Feldmaret al. derived
trade-offs between security, code alphabet size, andcasttrate of secure linear
network coding schemes in [68]. Weakly secure network apaimas studied by
Bhattad and Narayanan in [69]. The Byzantine modificatideat®n in networks
implementing random network coding was studied by Ebal. in [70]. The
algorithm we presented comes from Jaggi et al. [71], whengeaable rates and
algorithms for other cases can be found as well.
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2 Network Coding in Dynamically Changing Networks

By dynamically changing, we refer to networks where thectne, topology, and
demands may vary in a short time scale as compared to theriafmn transfer.
For example, in a wired network, the edge capacities may @agyto changing
traffic conditions and congestion. In a peer-to-peer nekwmaillions of nodes may
join and leave the network within seconds. In a wireless ngtywe may have
time variability due to fading channels, interference andenmobility. The oper-
ation and management of dynamically changing networksridu challenged by
the fact that these are networks where often the organizegiad-hoc, and the par-
ticipating nodes have limited resources, in terms of comoation and computa-
tional resources. Thus only low complexity, decentraliaed scalable approaches
can be feasibly supported.

The work in this project is motivated by our belief that thsai situation where
network coding can significantly help with, thus motivatitige use of network
coding in such environments. In the remaining of this sactie first give a first
approach on how network coding can be implemented in peaotier dynamically
changing networks. We then discuss the open questions aligéraies that we
examine in more detail in the subsequent sections.

2.1 Network coding in a practical network

In the two network coding examples presented in Fig. 1 ande2imyplicitly as-
sumed that there is synchronization between the networksjcahd each node
performs fixed encoding operations. The receivers knowetbegrations, and use
this knowledge to decode. For example in the butterfly ndtwoFig. 1,2, andx,
arrive simultaneously at node C. Node C always performs dngesoperation on
these packets and forwards the resulting packet z- to nodeFE. The receivers
R; and R, know which linear combination their received packets cpond to.
For exampleR; knows it receives:; through edgesl D andx + x5 through edge
ED.

In a practical sensor network, such assumptions are hardglement. Syn-
chronization is hard to maintain in a distributed settingorbbver, the network
structure changes quite often due to varying channel dondit nodes moving,
or nodes dying. Each network change implies that we needd&sign what lin-
ear combining operations network nodes do, and accordinfdym the receivers.
However, distributing information regarding the overadtwork structure and cod-
ing operations is costly. Thus clearly, network coding cdrive a viable solution
unless it can be implemented in a decentralized manner.

Fortunately, three ideas, that appeared successivelgne) tlive us an elegant
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and flexible way to perform network coding in a completelyetgcalized manner.
These are:

1. Randomly chose the linear combinations at each netwatk K2].

2. Append “coding vectors” at the header of each packet twvathe receivers
to decode without need of synchronization [73].

3. Use subspace coding to achieve the same goal more effidi@si

The first idea, randomized network coding, applies to therinediate network
node operation. The second and third ideas build on the ussndbmized cod-
ing, and examine the complementary aspect, namely, giiemtbde of network
operation, what coding scheme - what actions - the sourcé¢haneceiver should
implement. We will infact see that the second approach cavidweed as a spe-
cial case of the third approach. We will discuss these ideasadde detail in the
following.

Randomized Network Coding

Assume we have source packet§xy, ..., z,} that contain symbols over a field
F, and we want to convey them to multiple destinations over avot using
network coding. Throughout the network, intermediate sqakrform linear com-
bining of the source packets. Thus, a destination recemebmations of the form

C1T1 + C2X2 + -+ + CpTy,
wherec; € F,. In the network coding literature, the vector of coefficgent
c=lc1, cay ...y Cp)

is called acoding vector Each destination can retrieve the data, if it receives
linearly independent combinations of the source packets; tinearly indepen-
dent coding vectors. For example, fgt;} be the combined packets a destination
collects, we can write in a matrix form:

p1 Cl1 €21 ...Cni I
P2 . Cl2 €22 ...Cp2 L2 (1)
Pn Cln C2pp ...Cpn Tn,

A

If the linear combinations are independent, and mairis full rank, we can solve
the above equations and retrieve the source packets. Fopéxan the butterfly
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network in Fig. 1, the receivers need to solve systems oftemsas in (1) with

matrices
10 0 1
s V] a0

The task of network code design amounts to deciding whaatinembinations to
form throughout the network so that each receiver gets adol set of equations.

Randomized network coding is based on the simple idea thiag field size
g large enough, there exist so many valid solutions, that eeedom choices of
the coefficients allow us to find a valid solution with high pability. Thus we can
simply ask each intermediate node in the network to createsand uniform at
random linear combinations of the packets it has receivéuk associated proba-
bility of error can be made arbitrarily small by selectinguitably large alphabet
size [72]. For example, if we could choose the coefficigats} of matrix A in
(1) uniformly at random, the matriA would be full rank with probability at least
(1 - %)”. In practice, simulation results indicate that even for léiineld sizes
(for example, usingn = 8 bits per symbol, i.e.q = 2%) the probability of error
becomes negligible [31].

To conclude, randomized network coding requires no cem¢@lor local in-
formation, is scalable and yields to a very simple impleragon. Thus, it is very
well suited to a number of practical applications, such as@enetworks and more
generally dynamically changing networks.

Generations and Coding Vectors

The next question to answer is, even if we randomly select Viulgar combina-
tions to perform, how do we convey to the destinations whattse linear combina-
tions they have received. Moreover, in a network where mftdion gets generated
at a constant rate, we need to decide what packets to comhihbav often do
we decode. To achieve these, we cannot rely on synchramizaiince packets are
subject to random delays, may get dropped, and follow differoutes.

The approach in [73] first groups the the packets gaoerations Packets are
combined only with other packets in the same generation. egagion number
is appended to the packet headers to make this possible ftedsbsufficient
for this purpose). The size of a generation can be thoughs @dh@ number of
source packets in synchronized networks: it determines the size of matribe
receivers need to invert to decode the information. Singeriimg ann x n matrix
requiresO(n?) operations, and also affects the delay, it is desirable &p kbe
generation size small. On the other hand, the size of therggoe affects how
well packets are “mixed”, and thus it is desirable to haveidyféarge generation
size. Indeed, if we use a large number of small-size gemastiintermediate
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nodes may receive packets destined to the same receivdyslbnging to different
generations. Characterizing this trade-off is an operarebeproblem.

As a second step, the approach in [73] appends wihichpacket header a
vector of lengthn that describes which linear combination of the source pgacke
{z1,...,x,} it contains. These vectors are what we called coding vectbhe
encoded data is called theformation vector For example, the coding vector
e; = (0,...,0,1,0,...0), where thel is at theith position, means that the informa-
tion vector is equal ta; (i.e., is not encoded). A packet that contains the linear
combinationp = ¢z + coxy + - - - + cpx, has the coding vectde, ..., ¢,) and
the information vectop.

The coding vectors are updated locally at each node thadnpesflinear com-
bining, to reflect the new linear combination of the sourcekpts that the new
packet carries. For example, if a node receives two packifsoeding vectors
e; =(0,...,0,1,0,...0) and(cy, ..., ¢, ), With corresponding information vectars
andp, it can create the new information vecte; + p for some valuex € .

To send this new information vector, it will use the codingteg (¢4, ...c;—1,¢; +
a,cit1,---,¢n). Combining can occur recursively and several times indide t
network.

Each receiver examines the coding vectors of the packetgdives, to learn
what are the linear combinations it has received. In pddicthe coding vectors
it receives are nothing but the rows of the maiixn (1) that determine the linear
equations it needs to solve.

Appending coding vectors to packets incurs an additionaffeead. For exam-
ple, for a packet that contairisl00 bytes, where every byte is treated as a sym-
bol overFys, if we haveh = 50 sources, then the overhead is approximately
50/1400 ~ 3.6%.

Subspace Coding

The approach based on appending coding vectors is weldsigitdarge packets
where the overhead is small. In wireless sensor networkkganerally, wireless
networks, the situation is quite opposite: it is quite oftae case that packets
consist of a few bits. In such cases, using coding vectorsadana significant
overhead.

A new approach recently proposed in [65, 66] promises to hgién this sit-
uation. This approach is designed to work with use of randethnetwork coding,
and is based on using subspaces as “codewords” to convegftrenation from
the sources to the receivers. We will discuss this approaciepth in Section 3.
We here just note that using coding vectors is a special dasebspace coding
[65]. As we will see in Section 3 using the subspace approaetgan convey the
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same information with smaller packet length, and disperma the coding vector
overhead. This promising approach has just started to Herexiin the literature.

2.2 Challenges

The discussed approaches, although taking us a step ftothards implementing
network coding in a practical environment, still do not tak® account a number
of considerations that need to be crucially addressed.

e In our discussion we implicitly assumed lossless networkiawever, in
all realistic networks, packets are subject to errors aadwres. How to
combine network coding with error correction is discusse8ection 3.

e Errors can be due both to network malfunctioning as well asesdrial at-
tacks. Securing network coding against such attacks isia tiogt we inves-
tigate in Section 4.

e An important aspect of bringing network coding ideas in pcaclies in
developing appropriate networking algorithms and prdcdVork in this
direction is reviewed in Section 5.

e Evaluating achievable rates and other potential benefitganke coding of-
fers is also a crucial part of the validating the applicatddmetwork coding
ideas. This is discussed in Section 6.

3 Error Resilient Network Coding

Network coding is mostly based on performing linear codipgrations at inter-
mediate nodes. If each sink node is aware of both the codimgitins and the net-
work topology, perfect decoding is possible by solving desysof linear equations
provided that no errors have occurred in the network. Howelie assumption of
error-free networks is problematic since various kindsrobrs are likely to take
place in real networks. In a wireless scenario, for instapaekets may experience
random errors due to noisy links. Further, malicious nodag imtentionally inject
corrupt packets in order to alter information packets. Heercror-correcting meth-
ods are necessary since even a single error has the poteraifé¢ct the decoded
messages at all sink nodes. In the present report, we igaéstiwo approaches for
correcting errors in networks.

The first one was introduced in [57, 58] and requires full kizage about
the network topology. Thus, we speakaufherenterror-control. Within this ap-
proach, three well-known bounds of classical coding themaynely the Hamming-
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, Singleton- and Gilbert-Varshamov bound, were generdlipenetwork coding
and it was shown that the Singleton bound is achievable byeadinetwork code.
The idea of error-correction is similar to classical erorrecting codes, hamely
to partition the set of all possible codewords into classes shat each class con-
tains a representative which does not leave the class far @amgrs injected in the
network. The representatives, obviously, constituteeeror-correcting code.

The second approach, introduced in [74], does not requow/lauge about the
network topology. Hence, we speakmincoherenerror-control. Information is
encoded by means of subspaces spanned by injected basis\(peickets) and the
network itself is considered as a black box, i. e. a linearatoe, which transforms
the input space on a possibly different output space. Furer packets, which
intend to pollute the communication process, are injectagh&nown locations.
It has been shown, that error-free decoding is possibleeifsént and received
subspace agree in a large enough number of dimensions. énwtrds, if the
input spaces (codewords) have a certain minimum distargagdimg the number
of non-intersecting dimensions, error-correction can tigieved at the decoder
provided that the linear network operator is not too ranketnt and, further, the
received space does not contain too many "malicious” dimessdue to error
packets.

Network Model

Before starting, we want to point out that the intention @ gection is to state the
network model such that the essence of the underlying maugss, 58] and [74]
is captured. Recall that a source neds able to send common information to re-
ceiversu € U if and only if the broadcast rateis not larger than the volume of the
minimum network cut between the sourcand the receivers. In the following, it
is always assumed that the min-cut equal#\s is customary, the communication
network is represented by a finite directed grgpk (), £), where) denotes the
set of nodes whil¢ indicates the set of edges or, equivalently, the commtuinitat
channels. A channel = (i,5) € &, directed from nodé to nodej, is consid-
ered as an outgoing channel with respect to nodad as an incoming channel
with respect to nodg. Further, the set of all incoming and outgoing channels of a
particular node is denoted a$n (i) andOut(i), respectively.

During each generation, the source V chooses a number of packéts,, . .., w,,},
m < n, for representing a messagefrom the setZ and injects each of these
packets on one of its: outgoing channels into the network. Each packet consists
of a fixed number of, sayN symbols taken from the finite fielf, and, there-
fore, a single packet can be interpreted as an element (hexeéa@v vector) from
the vector spacé“{]\f . In the caseN = 1, we will collect all packets in vector
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w = (Wi,...,wy) € Iﬁ‘éxm. It is assumed that the capacity of a single network
link equals ong-ary symbol per use. Note that edges with a capacitygf,) > 1
g-ary symbol per transmission from nodéo b can be easily modeled by assuming
R, parallel edges between andb all having capacity one. All parallel edges
are contained .

In order to emulate erroneous network channels or link feduwe consider
the injection oft corrupt packetges, ... e}, e; € Fflv in different network links
whereas the output of an erroneous channel is the magdum of the input packet
and a corrupt packet. Again, in the ca$e= 1, all error packets are summarized as
e=(e1,...,e) € Fé”. Moreover, if the exact locations of error injections are of
importance, then indices will be replaced by the particelaor links(a,b) € &',
i.e.e= (e :(a,b) €& CE).

3.1 Error-Control in Coherent Network Coding

In a two-part paper [57, 58] by Raymond Yeung and Ning Cai,gtablem of
error correction in networks has been considered. In pdaticthe authors de-
rived network generalizations of the Hamming bound, theg®ion bound and
the Gilbert-Varshamov bound under the assumption that ¢i@ark topology is
known. Knowledge about the network topology is crucial ieitlapproach since it
is needed both for decoding at the sink nodes and for conistguencoding func-
tions at the intermediate network nodes. Hence, we sayhlsaapproach belongs
to the paradigm otoherentnetwork coding. Coherent network codes have been
further investigated in [75] in terms of error correctiomoe detection and erasure
correction capability. Additional results concerningsttopic can be found in [76].
In the remainder of this section, we will give an overview abthe main points
presented in [57] to [75].

3.1.1 Classical Coding Bounds Applied to Network Coding

Hamming Bound and Singleton Bound

A network code for a networlg = (V, £) with source node and receivers. € U
is defined to be a collection ¢dcal encoding functiong ¢, : (a,b) € £} such
that [57]

(b(s,b) : Z — X
bapy 1 J] A0 — ATE@n
(c,a)eIn(a)
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wherer, ;) < R(,p)- Hence, the source encodes each messageZ by means

of ¢ (s, b € Out(s), into a codeword of IengtEbeOut(s) T(s,p) < 1 and, subse-
quently, each codeword part of lengtf ;) is injected into the network via its cor-
responding edgés, b). The interpretation of the second coding function is simply
that the information sent on a linf, b) is a function of the information delivered
by incoming links where: # s. As an aside, the coding functions are formulated
in a general way and, hence, are not necessarily restrigted linear. Obviously,
reliable communication over the network is only possibla dertain order is im-
posed on the usage of the coding functions, i. e. a nodhould only encode
when nodeg € In(a) have already encoded. Consequently, the coding scheme is
strongly dependent on the network topology.

By a recursive procedure, thecal encoding functions), ;) can directly be
related to the underlying source message Z provided that the network is free
of errors. We will denote the resulting functions giebal encoding functions
Qg(a,b) : 2 — X'"@b and summarize them for each network naédaes ®,(z) =

{g?)(a,b) :a € In(b)}. The defined network code is uniquely decodablé,jfz) #
®, (") forall 2 # 2’ and for allu € U.

Now, assume that at masérror symbols are injected into the network at differ-
ent links. If the mapping of received symbols to source nmgss# still injective at
the sink nodes, we call the network caderror-correcting. The number of source
messages$Z| of a coherent-error-correcting code, which are distinguishable at
the sink nodes, is upper bounded by [57]

Z| < q . 2

R GITE @
This bound can be considered as a network version of the esyplaeking bound
and the interpretation is as follows. If no errors occur ie tietwork,q™ differ-
ent source indices are discriminable at the sink nodes siack network cut has
volume of at least:.. However, ift errors occur and, further, if these errors are
all applied to the links of a single network cut of minimum walen, what corre-
sponds to a worst case scenario, then a particular sequElecgthn can possibly
be mapped t&"_, (") (¢ — 1)’ sequences. The quotient gf and the latter ex-
pression certainly bounds the number of messages.

Before stating another interesting finding, we briefly haveeiew two defi-

nitions made in [57]. First, a network cut, i. e. a partitioh, B) of the node sey,
is denoted agegular when each pair of edgés, b), (¢, d) € cut(A, B), directing
from A to B, satisfies that there exists no path which connéet$) and (c, d).
Second, &-error-correcting code is calledassicalif the outputs of each network
cut differ in at least2t + 1 symbols provided that they correspond to different
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source messagesz’ € Z. Then it can be shown th@tﬁ(a,b), (a,b) € cut(A, B) :
z € Z}, 1. e. the set of coding functions corresponding4¢(A, B), is a classical
t-error correcting code ifut(A, B) is a regular cut.

One more upper bound, namely the Singleton bound for netybds been de-
rived in [57] by computing the maximum number of codewordshstinat at-error
jammer cannot convert one-output (codeword) of a network cut of minimum
volumen into another information bearing-output. A crucial part of the proof,
again, has been the assumption of a worst case scenariallit errors are injected
with respect to a minimum network cut. The resulting bouratiseas

loglZ| < (n— 2t)logq ©)

and it has been shown in [58] that tightness can be achievedeayns of a linear
t-error-correcting network code for sufficiently large fieide ¢. In the follow-
ing subsection, we will describe both the idea behind theslin-error-correcting
network code and the generalization of the Gilbert-Varshabound to networks
which, by the way, has been utilized in the proof showing ifjlethess of (3).

Gilbert-Varshamov Bound and Achievability of the Singletan Bound

Recall [58, 77], that a linear code multicast (LCM)for an acyclic network is an
assignment of a linear subspate (a) C I to anoden € V and a column vector
vy (a,b) of dimensionn to a channela,b) € £ such thatvy (a,b) € Ly(a)
if (a,b) € Out(a) and vy (b,c) is a linear combination of ally (a,b) where
(a,b) € In(b). The coefficients of the linear combination are summarized i
column vectore(b, ¢) € IE‘LI”(b)‘Xl and, thereforepy (b,c¢) = M (b)c(b, c) where
the columns of matrix\/ (b) are equal tay (a,b), (a,b) € In(b), under consider-
ation of the underlying coding order. It can be shown [77} thaa given network
with source node, there exists a LCM with certain properties (a so catiederic
LCM) assigningn-dimensional column vectors to the network links. One of the
properties is, e. g., thaty (u) = Ly (s) = Fy what implies thatV/ (u), u € U, is
invertible.

Within the framework of a LCM, a linear network code, that &aof functions
¢, can be constructed as follows. After having chosen a messagvectony from
Iy, the source computes each symbgl ,)(w) on its outgoing edgesgs,a) €
Out(s) via the scalar produgp ) (w) = woy (s,a)t. Similar to the source, an
intermediate network node € ) determines its outgoing symbal,, ;) (u(a)) by
computing the scalar produeg{a) ¢(a, b), where theith entry of row vecton(a)

it is assumed, that the source makes full use of the minimumiank cut of volumen. Hence,
m = n.
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corresponds to the output of thila channel infn(a). By a recursive approach, it
is easy to verify that thglobal encoding functions for alla, b) € £ read as

Qg(a,b) (w) = <wT7 M(CL)C(CL, b)>
= <wT, vy (a,b)) . 4)

Now, assume that error symbalg, ;) are applied to a subset of channéls
where vectore = (e(a,b) : (a,b) € &') is a collection of the errors. The output
of a channela, b), which depends ow ande, is indicated as)(, ;) (w, ¢) and it
can be easily shown that, ;) (w 4+ w',e + ¢') = Y4 (w,e) + Y p (W', ).
Hence, ) p) (W, €) = Yqp) (W, 0) + 144 (0, ) what, in turn, equalé(a,b) (w) +
Yiap) (0, ). Let T denote the set of error vectors. Further, define

EV, Y, u) = {(Y(au(0,€), (a,u) € In(u)) M u):e€ T} (5)

and

AV = {f=9-9:99 €EV,T,u)}. (6)

ueU

Since the min-cut in the network is equalktipwe assume without loss of general-
ity, that In(u) = n for all u € U what is important since otherwise the multiplica-
tions in (5) would not be valid. In order to understand the mirgg of (5) and (6),
consider the received symbols of sink naden its incoming edge§:, u) € In(u),
i. e.

(¢(a,u) (w,e), (a,u) € In(u)) =wM(u) + (w(a,u)(o, e), (a,u) € In(u)) . (7

Hence, each entry in (5), caused by a particular error vegtoorresponds to a
modified error vector of dimensiomwhich, when injected by the source node, has
the same effect at sink nodethan error vectoe (in order to see this, factav/ (u)
outin (7). The interpretation of (6) is as follows. For egetr of message vectors
w andw’, there exists a vector ith(V, T) such that the intended messagés
converted tow’ when this vector is applied at the source what, obviouskidgi

a decoding error. As a consequence, two message vectanslw’ are separable
with respect tdX if and only if [58]

w € w+AV,T). (8)

Arrived at (8), a Gilbert-Varshamov bound for networks canderived which,
obviously, reads as
(1Z] = DAV, 1) < q™ 9)
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Thus, when (9) is met, it is possible to construct@serror-correcting code with
source alphabet siz&€|. Furthermore, if

AV, T)] < q* " (10)

is satisfied, a lineaff-error-correcting code withZ| = ¢* source indices can
be constructed. Consequently, (10) is the Gilbert-Varshabound for linear-
error-correcting codes.

One more result, obtained in [58], is that &m — 2t)-dimensionalt-error-
correcting code can be constructed fdix@d acyclic network if the field size
is sufficiently large, i. e. ily > 2‘5||Z/{\. The result is significant since it proves
that the Singleton bound, as stated in (3), can be achievedtiarentnetwork
coding. The main idea of the proof is to find an upper bound ennttmber of
2t x n matrices H which cannot be used as parity check matrices lioear ¢-
error-correcting code. If this number is smaller théf¥, the proposition is proved
since then parity check matrices exist. On the road to thdtremn upper bound
on |A(V,Y)| is required, however, more precise than the one in (10) velseite
is assumed th&al’ contains all error patterns withor less errors. The improved
upper bound can be achieved by a twofold partitioning\@¥’, Y), namely first
to partition A(V,Y) into A;(V,T), 0 < ¢ < N, such that a vectar is element
of A;(V, T) if the last non-zero component ofs theith component and, second,
to partition eachA;(V,T) into A;;(V,Y) by means of an equivalence relation
such thatt € A;;(V,Y) implies thatut € A;;(V,T) wherep € F,. Then, by
counting the number of matrices H regarding edch(V, T) and, subsequently,
by summing over all\;;(V, T), it follows that the number of matrices H is smaller
thang?*" provided thay; > 2/€!j/| what, in turn, shows that their must exist at least
a single parity check matrix for a linegn — 2t)-dimensionalt-error-correcting
code.

3.2 Error Correction and Detection

In this section, we will review the main results from [75] cenning the capability
of linear network codes to correct and detect errors. Theyidg network be-
havior between source nodend each sink node € I/ or, equivalently, the set of
coding functions is assumed to be entirely linear. Henezirtput-output behavior
between source and sink node: € U/ can be stated ap, = wM (u) + eG(u).
Note that the LCM, introduced in the previous subsectioeldg a linear behavior
falling into the same category (compare with the rhs of (7)).

In accordance with classical error-correcting codes, treection and detec-
tion ability will be expressed in terms of the Hamming weightd Hamming dis-
tance. However, since the channel (or network) imposeseaditransformation
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on each message- and error vector, what is not the case sicalagoint to point
communications, slightly different notions of the Hammimgight and Hamming
distance have to be used, i. e. [75]

o thenetwork Hamming weight of an error vecters defined as

Wu(e) = e/:G(zf)nei/IiG(u)e wH(e/)> (11)

o the network Hamming distance between two message veetoesd ws is
defined as

D, ) = i ) 12
(wl ’U)Q) e: M(u)(wI}’l—HJ)g):G(u)e wH(E) ( )

wherewy (-) denotes the common Hamming weight. Hence, the maximum net-
work Hamming weight? (e) of an error vectoe regarding all sink nodes € U
equals

W (e) = maxW(e), (13)

while the minimum network distanag,,;,, of a message set (codéyeads as

Aimin = mi{{l min{Du(wl, ’LUQ) twy,we € Cwy 75 ’LUQ}. (14)
(S

Based on the definitions, following two theorems can be dekiv

Theorem 3.1. [75] The following two properties of a linear network code are
equivalent:

1. The code can correct any error vectowith wy (e) < ¢t andW(e) < t.
2. The code hasg,,;, > 2t + 1.

Theorem 3.2. [75] The following two properties of a linear network code are
equivalent:

1. The code can detect any error vectonith wy(e) < candW(e) < c.
2. The code hasg,,;,, > ¢+ 1.

Throughout the proof of above theorems, it is been assumatdetich re-
ceiveru has perfect knowledge about the corresponding transfericesi\/ (u)
andG(u).

July 25, 2008 FP7 CT-2007-215283The NCRAVE Consortium Page 17 of 60



D1.1 Foundational Aspects of Network Coding: Report one&s@t-The-Art

3.3 Error-Control in Noncoherent Network Coding
3.3.1 Linear Coding Operations

The network model, introduced in chapter 3, is still validotighout the current
chapter. For simplicity, but without loss of generality, wil focus on the unicast
case in the following. We start by describing the coding apens at interme-
diate network nodes. Each intermediate network npde V creates a packet
y((b,c)) € Fff intended to be sent on an outgoing litk ¢) € Out(j), by a
[F,-linear combination of the packets on the incoming chan(els) € In(j),
e y((b,¢)) = X4 p)erm(j) Mo ((a,b)y((a, b)), where the (local encoding)
coefficientsm, ) ((a, b)) are randomly chosen from the fielt) but assumed to
be fixed after initialization. Note that the random coefiitgern ;) ((a,b)) and
m,q)((a,b)), which correspond to the same incoming but to different outg
ing edges of a node, are not necessarily identical excefteotdse when paral-
lel edges are treated. Since all coding operations in theanktare linear, we
can directly relate each packet to a linear combination afc® packetsy; €
FY, i e y((b,c) = Ef‘il hi((b, c))w;, where the (global encoding) coefficients
hi((b,c)) € F, can be determined recursively from the local encoding coeffts.

Similar to before, we can find global encoding coefficiant$b, c)), 1 < i <
t, for each network nodg¢ € V such that the outgoing packej$(b, c)), (b,c) €
Out(j), can directly be related via a (linear transformation) ® ¢brrupt packets
e, 1<i<t.

The destination node collects packets on its (at lepgicoming edgegk; :=
(a1,b1),...,ky := (an,by)} and tries to infer the original packets,, ..., w,,
whereas the overall input-output behavior can be expraéssadtrix form as

y(k1) ha(ki) -+ hp(k)\ (w1 gi(k) - qk)\ (el
: = : : S I : : :
y(kn) hl(kn) T hm(kn) Wm gl(kn) T gt(kn) €t
(15
or, in short form, as
Y =HW + GE. (16)
Note that the rows of matricdd and E' are the source packets and the error pack-
ets, respectively, while the rows af correspond to the received packets at the
sink.
3.3.2 Transmission based on Encoding via Subspaces
In [74], a coding theoretic approach for network error coticn was introduced,
which requires no knowledge about the network topology &edihear network
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code. The main idea behind the approach is to relate sourssages, which are
encoded via a number of packets, to vector spaces. In ordemderstand this,
recall channel model (16), i.&¥ = HW + GE. The rows ofl¥, which corre-
spond to an unigue source message Z, span a subspadé of an V-dimensional
vector space) overIF,, or, more generally, information at the source is encoded
by a suitable choice of distinct subspaces whereas eacbespacket represents a
basis vector o¥ or a linear combination of basis vectors (the latter doexant
tribute new information). Note that the dimensionality loétinput spaces should
not exceed the min-cut volumesince the receiver is not able to recognize more
dimensions tham. The sink node observes incoming packets, i. e. the rows of
matrix Y, and tries to resolve the uncertainty about the sent subspdny means

of the received subspadé := rowspY’), where rowspY) denotes the row space
of Y. The uncertainty about the sent subspace completely disapf, for in-
stance F is equal to the zero matrix, i. e. the network is free of erousepackets,
and matrixH has full row rank, since then linearly independent rowdiofare
uniquely mapped on linearly independent rowsYof In this optimistic case, the
maximum possible codeboakis made up of JI_, P(Q, ), whereP(Q, ) indi-
cates the number éfdimensional subspaces @f Note that, within this scenario,
the receiver must be able to determine when the transmis$@subspace is com-
pleted since there exist spaces in the codebook which coehpleontain other
spaces.

3.3.3 Errors and Erasures

The input spac®” potentially suffers from two different kinds of corrupt®mwhen
sent over the network, namely from thesertionof undesired dimensions and the
deletionof desired dimensiondnsertionsstem from two different origins. They
arise

o if the intersection of rows(@=E) and the input spac¥ is not trivial, i. e.
if error packets introduce additional dimensions at theiker after having
propagated through the network; the dimensionality of ithtisrsection, say
t1, gives one portion of insertions.

o ifthe intersection ot/ \ (rowsp(GE)UV') and rowspH W) is not trivial; this
captures those dimensions which are introduced due torkarlimapping
of rowspg W) onto rowsgH W) minus the dimensions resulting from the
linearly transformed error packets rowéfE) assumed that row$G'E) N
rowsg HW) # () (these dimensions were already considered in the above
item); the dimensionality of this intersection, say gives the remaining
portion of insertions.
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Note that all inserted dimensions, which are describeddrsédtond item, are at the
same time deleted dimensions. The remaining number ofadktBmensions, say
p1, s equal to the rank deficiency of matrik minus the number of compensating
dimensions which are eventually introduced by the errokets; i.e. dim(V)—
dim(HP) — dim(V NnrowspGE)). In summary, the mappiny — U involves

t = t1 + to insertions ang = p; + to deletions. The overall effect of the network
on the input vector spacés can be described in a compact manner by means of a
so called operator channel.

Definition 3.1. [74] An operator channe(, associated with the ambient space
Q, is a channel with input and output alphals8t{@)?. The channel input’ and
channel outpulU are related as

U=Hr(V)DE (17)

where;, is an erasure operator, and is an arbitrary error space. If dirfV/) > k,
the erasure operatot{; acts to project” onto a randomly chosek-dimensional
subspace of’; otherwise,H;, leavesV” unchanged. If dird) —dim(H,(V)) = p,
we say that{;, corresponds te erasures. The dimension éfis called the error
normt(E) of E.

Note thatZ captures the effects due B(t; insertions) and a part of the effects
due toH (it insertions). In the following, we will denote insertionsexsors and
deletions agrasures

3.3.4 Coding for Errors and Erasures

A code( for an operator channel consists of an ensemble of subspd@sfrom
an N-dimensional ambient spag¥, i. e.C C P(Q). In this section, we will com-
ment on the error- and erasure correction capabilit¢ and, further, on bounds
regarding/C|, assumed that a minimum distance decoder is used. Hend&lalesu
metric has to be defined d(Q). It was shown in [74], that the function

d(A, B) :==dm(A+ B) —dim(AN B),  A,BePQ) (18)

is a metric for the spac®(Q). The intuitive meaning of distance, as defined by
d(A, B), is as follows. Two spaced and B are at great distance if few vectors
from the basis, spanning the sumA4find B, span the intersection of and B or,
conversely, two space$ and B are close if many vectors from the basis, spanning
the sum ofA and B, are necessary in order to span the intersection gind

2P (Q) denotes the set of all subspacegivhat is denoted agrojective geometry
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B. Besides the distance metric, three more important pasmef a subspace
code are needed, namely the minimum and maximum distanaed®etcodewords
(subspaces) and the rate. The minimum distanckisidenoted by

D(C) :=

= min d(X,Y) (19)
X,YEC: XAY

while the maximum distance ¢fis denoted by

1(C) := I)?((lgé(dim(X). (20)

Further, the rat&? is defined as

log, (IC1)
R=—22"Y 21
T (21)
where N[ denotes the number gfary symbols contained in the source packets
or, equivalently, the number of required channel uses irrotd inject! source
packets.
We will now formally state the combined error-and erasuneestiion perfor-

mance ofC.

Theorem 3.3. [74] Assume we use a codefor transmission over an operator
channel. Let/ € C be transmitted, and let

U:Hk(V)EBE

be received, where dift) = ¢. Letp = max {I(C) — k,0} denote the maximum
number of erasures induced by the channel. If

2t + p) < D(C), (22)

then a minimum distance decoder twill produce the transmitted spadé from
the received spac¥.

Remark:A general converse of Theorem 3.3 has not been proven yetevéow
in the special case of a constant dimension adde P(Q, i), a converse is given
in [78].

Example 3.1. In [20], a transmission scheme has been introduced whigiepds
thesth unit vector to théth source packet. This strategy guarantees, that the global
encoding vectors can be perfectly found in the arriving p&classumed that no
errors and erasures occur. We now interpret this approattirvthe framework

of subspaces. Each transmitted subspace per generatignakte the rowspace
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of al x N-matrix W’ = (I;|W) wherel; denotes thé-dimensional identity ma-
trix. Different realizations of}/ correspond to different source messages Z.
Obviously, the rowspace dii’’ is I-dimensional, regardless 6, and, there-
fore, the transmission scheme falls into the category ofnastemt dimension code
C C W(Q,1). Since the field size ig, at mostg'(N 1) different row spaces can
be generated bj#”’. Now, assume that we want to use @V~ row spaces for
transmission. How many errors and erasures can be corfeltteain be easily seen
that the codebook contains spaces, which agrde-in dimensions. These kind
of subspaces are generated by matrié€swhich agree iri — 1 rows what yields
a minimum code distance ¢f + 1) — (I — 1) = 2. Thus, no errors and erasures
are correctable. An equivalent situation in the framewdr&rdinary linear block
codes would be, to restrict the code to a linear subspacetas,to use all vectors
as codewords. The error-correction capability of such &dsdlso zero since the
minimum Hamming-distance equals one and, thus, erroecton by means of
redundancy is not possible.

In the second part of this section, we will describe boundglwbharacterize
the performance limits of constant dimensional subspadesoMore precisely,
we will state the subspace coding version of the sphereipgdbound and the
Singleton bound. The adaptation of these fundamental lotondonstant dimen-
sional subspace codes was carried out in [74]. But first, tiem of a sphere has
to be defined and expressions #B(Q, ) and the number of subspaces within a
sphere have to be found.

Regarding the derivation d?(Q, (), it is crucial to note that ahdimensional
subspacd/, say, over a field, consists ofy' elements, since each of the scalar

coefficients in a linear combination éfbasis vectors can takgvalues. We can
. . . N_ .l
choose an + 1 dimensional subspace, that contaiiis in --—L; ways. The

numerator simply corresponds to those vectors which lisideU while the de-
nominator indicates the number of vectors which have to becdoU in order to
obtain anl + 1 dimensional subspace. Hence, there (@, q) = [V ! -,
chains of sizeV + 1 containing one subspace of each possible dimensions (what
is called a maximum chain, see e. g. [79]). It remains to da&tez in how many
maximum chains eachdimensional subspace occurs. This can be accomplished
by considering the number of maximum chains starting witlaiqular! dimen-
sional subspace (i. e. a chain going from dimendi@a dimensionN) and by
considering the number of maximum chains whereltdenensional subspace is

the last entry (i. e. a chain going from dimensiono dimensioni). There are
FIN =1,q) = [IX1 % chains of the first kind and(/,q) = []'Z§ ﬂ%

chains of the second kin&? and the product of both yields haench particular
I dimensional subspace occurs in the maximum chains fromrdiroe0 to V.
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Hence,P(Q, 1), which is commonly denoted as Gaussian coeffic[éﬂt, equals
q

f(l7Q)f(N - lv Q)
(V=D =1 (=)
(¢ =gt =1)-(¢g—1) ~

According to [74], a spher&(V,1,t) of radiust centered at & dimensional sub-
spaceV in P(Q,1) is the set of all subspacésthat satisfyd(U, V') < 2t, i. e.

m (N

1> 1. (23)

S(Viil,t) ={U e P(Q,1) : d(U, V) < 2t}, (24)

where@ is an N dimensional finite vector space. In order to compugectirdi-
nality of a single spher& (V. [,t), we have to determine the number of subspaces

that intersect in at leagt— ¢ dimensions withl”. There are[l i J possibilities
q

to choose ari — ¢ dimensional spac&’ intersecting withV, where0 < i < t.
Subsequentlyl/’ has to be expanded to anlimensional spac& whereas the re-
mainingz dimensions are not allowed to lie ii. The completion can be done
in Hk 07 4L H,C ways. Finally, a summation ovétyields the cardinality of the
sphere, glven by

IS(V,1,t)| = i([z-z] qu—ql Z*’“)

1=0 9 k=0

Lo [N - z} H
= ! . A . 25
ZZ; A (25)
Equipped with numerical expressions both for the maximussiibe number of
codewords within a constant dimensional subspace codehansize of a sphere
with certain radius, we can easily state the sphere-padionind. LetC be a subset
of P(Q,1) such that the minimum distand®(C) between each pair of codewords
is at least2t. Hence, the radius of each sphere centered at the codeveonds i
allowed to exceed = L L|. A (sphere-packing) bound on the maximum size of
the codebook is given by

P@DI _ mq

_ 4 (lfs)(Nfsfl)' 26
SW.Ls)] - BWiLe)] M (20)

IC| <

In view of deriving a Singleton bound, the authors in [74}dcluced a punctur-
ing procedure for constant dimensional subspace c6desP(Q,!) and showed
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that the procedure generates a new c6tsuch thatD(C') > D(C) — 2. The
puncturing works as follows. Initially, the vector spa@ei. e. the ambient space
for constructing codewords, is replaced by &n— 1 dimensional subspacg’.
Due to that, a number of spacesrare projected oh— 1 dimensional subspaces
which compose a portion of the new codeba@bk The remaining spaces thare
(randomly) projected on somnie- 1 dimensional subspaces, which constitute the
second portion of codebodK. Obviously, the size of and(’ is equal and, con-
sequently, repeated puncturing of a code of sufficientlgdaminimum distance
results in a new (not necessarily unique) code of equal simreas the dimension
of each new codeword is reduced byvhile the minimum distance is reduced at
most by2. The last point yields that each constant dimensional ¢odeP(Q, 1)
with minimum distanceD > 2 can be punctured at mogtD — 2)/2] times and,
therefore, a Singleton type bound can be formulated

(27)

ol < [N—(D—Q)/QL'

I —(D—2)/2

3.3.5 Code Construction
Reed-Solomon-like Codes

The framework introduced in the last section, namely to dadaformation by
means of subspaces, was applied to Reed-Solomon codeq.iT figtein, the au-
thors use so called linearized polynomials over an exterfstdF,» for encoding
source messages. These are polynomials of the form

d

L(x) = Z aixqi, (28)

=0

wherea; € F,m. Now assume that the zeros of (28) lielip~. Since linearly
combined zeros are, obviously, again zeros, it immedidtdlgws that the zeros
of L(x) form a subspace df,~. Moreover, if two linearized polynomialg(x)
andg(z) of degree; agree ind linearly independent elements, then both polyno-
mials are equal. These properties will turn out to be impurtar determining the
minimum code distance.

Prior to the encoding procedurklinearly independent pointsy, ..., «; are
arranged, which spanladimensional subspacé C FF,~». These points are used
throughout the whole encoding procedure. Encoding workfokmwvs. Each
source message is representedkbglementsug, uq, ..., ur_1, Which are taken
from F,~. Based on thesg elements, the encoder forms the linearized polyno-
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mial
E—1 _
fl@)=> uaf (29)
1=0
and evaluates (29) at;,...,a; whereg; = f(«;). Clearly, since they’s are
linearly independent, the tupl¢a;, 31), ..., («y, ;) are also linearly independent

and, hence, can be regarded as a basis of the vector%p@d@fjm. Subsequently,
V is injected into the network by means of the basis vectorsaritbe shown that
the subspaceg, which result from (29) for different messages), . . ., u;_1), are
all distinctive if vector spacel has at least dimensions. Hence, each distinct
message corresponds to a distinct codeword what yieldsecotisize¢™*. Itis
not hard to show that the minimum distance of this Reed-Soiwlike code equals
DC)=2(l—k+1).

According to the model of an operator channel, as stated fmiflen 3.1, the
received spac& has dimension equal to= [ — p + t where(z;,y;), 1 <i <,
is a basis ofU. Recall thatp denotes the number of erasures (deletions) while
denotes the number of errors (insertions). After the reoepif subspacé/, the
decoder tries to construct a nonzero, bivariate polynomial

Q(xvy) = Qw(x) + Qy(y)v (30)

subject to the constraints thét(z;,y;) = 0, for 1 < ¢ < r. Moreover, it is
assumed thaf),(z) is a linearized polynomial oveF,~ of degree at mos™ !

while Q,(y) is a linearized polynomial oveF,~ of degree at mos§”*. These
requirements correspond to the solution of an homogenaisray composed of
equations ikt — k + 1 variables, which has a nonzero solution if

r=l—p+t<2r—k+1. (31)
Observe that (30) can, in general, be converted to

Qz,y) = Qyy — f(z)) + Qz, f(x)), (32)

what motivates a second constraint regarding the decodingessage polyno-
mial f(z), namely that)(z, f(z)) should be zero. This stems from the fact that
Q(zx, f(x)) = 0 can be expanded according to

Qy(x) o f(x) + Quz(z) =0, (33)

where the compositio),(z) o f(x) denotesQ,(f(x)) and, therefore, a modi-
fied Euclidean algorithm is able to delivg(z) from (33). But what conditions
have to be satisfied such that (33) evaluates to zero. By gsgumm (33) is a
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linearized polynomial of degree at magt-! and, further, we know that it eval-
uates to zero at a basis fof NV, i. e. atl — p linearly independent points
{(a1,b1),..., (a1—p, bi—p)} sinceQ(a;,b;) = Q(a;, f(ai)), 1 < i <1 —p,at
each point of thé — p dimensional, "not corrupted” subspacel6 V. Thus, if

l—p>17—1 (34)

the dimension of the kernel @)(x, f(x)) is larger than its degree, which is only
possible ifQ(z, f(x)) = 0. By combining (31) and (34), it can be seen that a valid
choice forris e. g.

T

—
T:Ll—p—i—t—I—kJ’ (35)
2
wherer and k£ are known a priori at the decoder. Upon knowingan efficient
interpolation algorithm can be used for providing a bilindiaearized polynomial
Q(x,y). Finally, the message vectots, . .., u,_1 can be found by determining

f(x) from (33) with a Euclidean type algorithm.

Constant-Dimension Codes based on Rank-Metric Codes

In Example 3.1, we have described a constant-dimensiorpaabsode character-
ized by prepending th&h unit vector to theth source packet. As a consequence,
each transmitted subspace corresponds to the rowspaceaifia made up of an
identity matrix and an information-bearing matrix (the smipackets). However,
this code does not possess any error- and erasure-conreetgability. By using
codewords of a rank-metric code as information-bearingioes, it can be shown
that the so constructed code inherits the distance prepastithe underlying rank-
metric code what was done in [80].

We will start by shortly reviewing some basic notions congag rank-metric
codes. The codewords of a rank-metric code form a nonemmeeswfIngm,
i.e.C CFy*™, and the rank distance between two codewotdandY” is defined
asdr(X,Y) =rankY — X). Obviously, the minimum code distance is given by

. /
dr(C) = X’X/IEHCI:I)l(#X/ dr(X, X"). (36)
Rank-metric codes, which achieve the Singleton bound,atedmaximum-rank-
distance(MRD) codes.

In order to convert a rank-metric code to a constant-dinoensubspace code,
we prepend ther-dimensional identity matrix,, to each codeword € Fy*™,
what yields matrices with distinctive row spaces all of dimsienn. The re-
sulting codewords are denoted B§X) = rowsp([I, X|) and, consequently,
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Z(C) € P(F,+™,n) whereasZ(C) is the so calledifted version ofC. Note that
the construction of the Reed-Solomon-like code in the previsection can also
be interpreted within this framework since each of the tnasitied basis vectors is
enlarged by a vector from an a priori determined basis.

Intuitively, if the underlying rank-metric cod@ obeys good distance proper-
ties in terms of the rank-metric then the constructed comstemension codé& (C)
should also have good distance properties in terms of theiarstated in (18).
Indeed, the authors in [80] were able to confirm this conjechy showing the re-
lationshipd(Z(C)) = 2dr(C). Moreover, they proved that a lifted code asymptoti-
cally reaches the Singleton bound provided that the unideriank-metric code is
a MRD code.

At the receiving end N arriving packets are collected which correspond to
rowsp([A Y]) whereA € FY*" andY € FY*™. Letu andd be defined as
n—rankA and N —rankA, respectively. If both the row space and column space of
A have full rank, i. ey = § = 0, thenA is invertible. By means of elementary row
operations[A Y] can be converted to the row equivalent versigp A~'Y].