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WP1 Foundational Aspects of Network Coding
D1.1: Report on State of the Art

Abstract

The overarching goal of this workpackage is to utilize network coding
ideas as a guiding paradigm for the operation of networks that vary in a small
time frame, due to node mobility, channel variations, and varying traffic con-
ditions. In this report we review the network coding literature, with focus on
research ideas and results that pertain to dynamically changing networks with
minimal infrastructure. This study provides a first vehicleof the ideas that
we plan to fully explore and develop within this workpackage. An important
part of this work is also in providing a unified framework for our work.

The report is organized as follows. We start by reviewing in Section 1
the main ideas in network coding through simple examples andproviding
a condensed literature referencing of the general area of network coding.
In Section 2 we start focusing our discussion to dynamicallychanging net-
works, and give a first approach on how network coding can be implemented
in practice in such environments. The section concludes with identifying
open questions and challenges. We then proceed in an in depthdiscussion of
the aspects that we believe are of importance to our work, namely, error con-
trol (Section 3), security considerations (Section 4), networking algorithmic
questions (Section 5) and characterization of achievable rates and other ben-
efits (Section 6). The report is concluded in Section 7 with a short discussion
that summarizes our finding and highlights the main researchdirections we
plan to pursue.

1



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

1 Network Coding: Basics

The concept ofnetwork codingwas first introduced for satellite communication
networks in Yeung and Zhang [1] and then fully developed in Ahlswede et al.
[2], where in the latter the term “network coding” was coined. In this work, the
advantage of network coding over store-and-forward was first demonstrated, thus
refuting the folklore that information transmission in a point-to-point network is
equivalent to a commodity flow. The two most popular examplesthat are used to
demonstrate network coding are depicted in Fig. 1 and 2. Fourmonographs and a
book have recently been published [3, 4, 5, 6] on this subjectas well as a number
of tutorial articles [7, 8, 9, 10].
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(c) Network coding

x1 x2
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Figure 1: The butterfly network introduced in [2]. SourcesS1 andS2 multicast
their information to receiversR1 andR2.S1 andS2 multicast to bothR1 andR2.
All links have capacity 1. With network coding (byxoring the data on linkCD),
the achievable rates are 2 for each source, the same as if every destination were
using the network for its sole use. Without network coding, the achievable rates
are less (for example if both rates are equal, the maximum rate is 1.5).

Traditionally, nodes in a network transfer data from sourceto destination in a
multi-hop fashion by simply replicating packets from theirinputs to one or more of
their outputs; the specific data packets to be replicated andthe association of input
to output ports is effected through scheduling and routing decisions. As illustrated
in Fig. 1 and 2, the main idea in network coding is that we allowintermediate nodes
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Without Network Coding
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Figure 2: NodesA andB exchange information via relayB. The network coding
approach uses one broadcast transmission less, and thus offers benefits in terms of
bandwidth efficiency, delay and battery life.

to only forward but also process their incoming informationflows. This allows
to realize benefits as compared to the traditional approach in terms of network
resources such as throughput and wireless bandwidth.

More specifically, the seminal work in [2] showed that for multicast traffic net-
work capacity can be achieved by allowing network nodes, in addition to routing
and scheduling, to encode multicast data, i.e., combine a number of data packets
belonging to the same multicast connection to a single packet which is then trans-
ferred in place of the original packets. This work spurred a flurry of activity in re-
cent years exploring issues related to relative performance limits, the development
of appropriate network coding algorithms, practical implementations, complexity
issues, expansion of the network coding idea to the encodingof packets belonging
to different multicast of unicast sessions and possibilities of applying network cod-
ing ideas to wireless environments and other areas such as peer to peer networks,
distributed storage systems, security and resiliency.

The following few paragraphs offer a very condensed and not exhaustive liter-
ature referencing of main results in the general area of network coding. We will
however discuss in depth the works that are close to our project goals in the fol-
lowing sections.
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D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

In terms of achievable rates, the the achievability of the min-cut max-flow
bound by linear network codes was proved by Liet al. [11] using a vector space
approach and then by Koetter and Médard [12] using a matrix approach. For multi-
source problems, Yeung and Zhang [1] obtained information-theoretic lower and
upper bounds on the information rate region for the special class of acyclic net-
works pertaining to satellite communications. These bounds were generalized to
arbitrary acyclic networks by Song et al. [13]. The gap between these bounds was
recently closed by Yan et al. [14].

The first polynomial time coding schemes for network coding were proposed
by Sanders, Egner, and Tolhuizen in [15], and independentlyby Jaggi, Chou, and
Jain in [16]. These algorithms were later extended to include procedures that at-
tempt to minimize the required field size by Barbero and Ytrehus in [17]. Ran-
domized algorithms were proposed by Ho, Koetter, and Médard, Effros Shi and
Karger in [18], and also by Sanders, Egner, and Tolhuizen in [19], and their asyn-
chronous implementation over practical networks using generations by Chou, Wu,
and Jain in [20]. Codes that use the algebraic structure weredesigned by Koetter
and Médard [21], while the matrix completion codes were investigated by Harvey
in [22]. Permute-and-add codes were recently proposed by Jaggi, Cassuto, and Ef-
fros in [23]. Decentralized deterministic code design was introduced by Fragouli
and Soljanin in [24]. Improved algorithms for minimizing the complexity of cod-
ing were proposed in [25].

The first multicast throughput benefits in network coding referred to the sym-
metric integral throughput in directed networks, and were reported by Sanders, Eg-
ner, and Tolhuizen in [15]. An elegant connection of the throughput benefits to the
integrality gap of a standard formulation fo the Steiner tree problem was offered by
Agarwal and Charikar in [26], and was extended to average throughput benefits by
Chekuri et al. in [27]. Throughput benefits over undirected graphs were examined
by Li, Li, and Lau in [28], and by Chekuri, Fragouli, and Soljanin in [29]. Informa-
tion theoretic rate bounds over undirected networks with two-way channels where
provided by Kramer and Savari in [30]. Experimental resultsby Wu, Chou, and
Jain reported in [31] showed small throughput benefits over undirected network
graphs of six Internet service providers. Throughput benefits that network cod-
ing can offer for other types of traffic scenarios were examined by Rasala-Lehman
and Lehman in [32], and by Dougherty, Freiling, and Zeger in [33]. Non-uniform
demand networks were examined by Cassuto and Bruck in [34] and later in [29].

There has been a lot of interest in applying ideas from network coding in the
context of wireless networks, and here we briefly summarize some indicative re-
sults. The benefits of combining network coding with broadcasting have been in-
vestigated for example by Wu et al [35] and Fragouli et al. [36]. The LP formu-
lation for energy minimization was proposed by Lun et al in [37]. Fairness and
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delay over wireless networks were examined by Eryilmaz et al. in [38]. Physi-
cal layer network coding was proposed in [39]. COPE was designed by Katti et
al. [40]. Applying network coding to untuned radios is investigated by Petrović et
al. in [41]. Similar ideas have recently been applied to transportation networks.
Network coding for sensor networks is also investigated by Dimakis et al. in [42]
and by Fragouli et al. in [43]. Wireless network coding has also been studied using
information theoretic tools. For example, Gowaikar et al. looked at the capacity
of wireless erasure networks [44] while Ratnakar et al. [45]examine broadcasting
over deterministic channels. Cross layer design has been examined by Sagduyu
and Ephremides, see for example [46].

Error resilience is one of the main topics we will examine in this workpack-
age. Separability of channel and network coding was examined by Song et al.
in [47], by Ratnakar and Kramer in [48], and by Tuninetti and Fragouli in [49]. LT
codes were proposed by M. Luby [50], Tornado codes by M. Luby et al. [51], and
Raptor codes by A. Shokrollahi [52]. Packet level codes thatemploy intermediate
node processing have been proposed by Lun et al. in [53, 54]. Additional coding
schemes that operate under complexity constraints, such asfixed, finite memory
at intermediate nodes have also been investigated by P. Pakzad et al. in [55] and
Lun et al. in [56]. Queuing theory aspects of packet level coding, and connections
with back-pressure algorithms have been investigated for example in []. Network
error correcting codes and bounds have been considered by R.Yeung and N. Cai
in [57, 58, 59, 60] by Z. Zhang in [61] and by S. Yang et al. in [62, 63, 64]. The
subspace approach has been recently proposed by R. Koetter and F. Kscischang
in [65]. Coding schemes using this approach are developed byD. Silva and F.
Kscischang [66].

Security for network coding has also been an active researcharea, which we
will also discuss in more detail in following sections. The problem of making a
linear network code secure in the presence of a wiretap adversary that can look at
a bounded number of network edges was first studied by Cai and Yeung in [67].
They demonstrated the existence of a code over an alphabet with at least

(|E|
k

)

elements which can support the multicast rate of up ton−k. Feldmanet al. derived
trade-offs between security, code alphabet size, and multicast rate of secure linear
network coding schemes in [68]. Weakly secure network coding was studied by
Bhattad and Narayanan in [69]. The Byzantine modification detection in networks
implementing random network coding was studied by Ho.et al. in [70]. The
algorithm we presented comes from Jaggi et al. [71], where achievable rates and
algorithms for other cases can be found as well.
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2 Network Coding in Dynamically Changing Networks

By dynamically changing, we refer to networks where the structure, topology, and
demands may vary in a short time scale as compared to the information transfer.
For example, in a wired network, the edge capacities may varydue to changing
traffic conditions and congestion. In a peer-to-peer network, millions of nodes may
join and leave the network within seconds. In a wireless network, we may have
time variability due to fading channels, interference and node mobility. The oper-
ation and management of dynamically changing networks is further challenged by
the fact that these are networks where often the organization is ad-hoc, and the par-
ticipating nodes have limited resources, in terms of communication and computa-
tional resources. Thus only low complexity, decentralizedand scalable approaches
can be feasibly supported.

The work in this project is motivated by our belief that this is a situation where
network coding can significantly help with, thus motivatingthe use of network
coding in such environments. In the remaining of this section we first give a first
approach on how network coding can be implemented in practice over dynamically
changing networks. We then discuss the open questions and challenges that we
examine in more detail in the subsequent sections.

2.1 Network coding in a practical network

In the two network coding examples presented in Fig. 1 and 2, we implicitly as-
sumed that there is synchronization between the network nodes, and each node
performs fixed encoding operations. The receivers know these operations, and use
this knowledge to decode. For example in the butterfly network in Fig. 1,x1 andx2

arrive simultaneously at node C. Node C always performs the same operation on
these packets and forwards the resulting packetx1 + x2 to nodeE. The receivers
R1 andR2 know which linear combination their received packets correspond to.
For exampleR1 knows it receivesx1 through edgesAD andx1 +x2 through edge
ED.

In a practical sensor network, such assumptions are hard to implement. Syn-
chronization is hard to maintain in a distributed setting. Moreover, the network
structure changes quite often due to varying channel conditions, nodes moving,
or nodes dying. Each network change implies that we need to redesign what lin-
ear combining operations network nodes do, and accordinglyinform the receivers.
However, distributing information regarding the overall network structure and cod-
ing operations is costly. Thus clearly, network coding cannot be a viable solution
unless it can be implemented in a decentralized manner.

Fortunately, three ideas, that appeared successively in time, give us an elegant

July 25, 2008 FP7 CT-2007–215252c©The NCRAVE Consortium Page 6 of 60



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

and flexible way to perform network coding in a completely decentralized manner.
These are:

1. Randomly chose the linear combinations at each network node [72].

2. Append “coding vectors” at the header of each packet to allow the receivers
to decode without need of synchronization [73].

3. Use subspace coding to achieve the same goal more efficiently [65].

The first idea, randomized network coding, applies to the intermediate network
node operation. The second and third ideas build on the use ofrandomized cod-
ing, and examine the complementary aspect, namely, given this mode of network
operation, what coding scheme - what actions - the source andthe receiver should
implement. We will infact see that the second approach can beviewed as a spe-
cial case of the third approach. We will discuss these ideas in mode detail in the
following.

Randomized Network Coding

Assume we haven source packets{x1, . . . , xn} that contain symbols over a field
Fq and we want to convey them to multiple destinations over a network using
network coding. Throughout the network, intermediate nodes perform linear com-
bining of the source packets. Thus, a destination receives combinations of the form

c1x1 + c2x2 + · · · + cnxn,

whereci ∈ Fq. In the network coding literature, the vector of coefficients

c = [c1, c2, . . . , cn]

is called acoding vector. Each destination can retrieve the data, if it receivesn
linearly independent combinations of the source packets, or, n linearly indepen-
dent coding vectors. For example, let{ρi} be the combined packets a destination
collects, we can write in a matrix form:








ρ1

ρ2
...
ρn








=







c11 c21 . . . cn1

c12 c22 . . . cn2

. . .
c1n c2n . . . cnn







︸ ︷︷ ︸

A








x1

x2
...
xn








(1)

If the linear combinations are independent, and matrixA is full rank, we can solve
the above equations and retrieve the source packets. For example, in the butterfly
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network in Fig. 1, the receivers need to solve systems of equations as in (1) with
matrices

A1 =

[
1 0
1 1

]

, A2 =

[
0 1
1 1

]

.

The task of network code design amounts to deciding what linear combinations to
form throughout the network so that each receiver gets a fullrank set of equations.

Randomized network coding is based on the simple idea that, for a field size
q large enough, there exist so many valid solutions, that evenrandom choices of
the coefficients allow us to find a valid solution with high probability. Thus we can
simply ask each intermediate node in the network to create and send uniform at
random linear combinations of the packets it has received. The associated proba-
bility of error can be made arbitrarily small by selecting a suitably large alphabet
size [72]. For example, if we could choose the coefficients{cij} of matrix A in
(1) uniformly at random, the matrixA would be full rank with probability at least
(1 − 1

q
)n. In practice, simulation results indicate that even for small field sizes

(for example, usingm = 8 bits per symbol, i.e.,q = 28) the probability of error
becomes negligible [31].

To conclude, randomized network coding requires no centralized or local in-
formation, is scalable and yields to a very simple implementation. Thus, it is very
well suited to a number of practical applications, such as sensor networks and more
generally dynamically changing networks.

Generations and Coding Vectors

The next question to answer is, even if we randomly select what linear combina-
tions to perform, how do we convey to the destinations what are the linear combina-
tions they have received. Moreover, in a network where information gets generated
at a constant rate, we need to decide what packets to combine and how often do
we decode. To achieve these, we cannot rely on synchronization, since packets are
subject to random delays, may get dropped, and follow different routes.

The approach in [73] first groups the the packets intogenerations. Packets are
combined only with other packets in the same generation. A generation number
is appended to the packet headers to make this possible (one byte is sufficient
for this purpose). The size of a generation can be thought of as the number of
source packetsn in synchronized networks: it determines the size of matrices the
receivers need to invert to decode the information. Since inverting ann×n matrix
requiresO(n3) operations, and also affects the delay, it is desirable to keep the
generation size small. On the other hand, the size of the generation affects how
well packets are “mixed”, and thus it is desirable to have a fairly large generation
size. Indeed, if we use a large number of small-size generations, intermediate
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nodes may receive packets destined to the same receivers butbelonging to different
generations. Characterizing this trade-off is an open research problem.

As a second step, the approach in [73] appends withineachpacket header a
vector of lengthn that describes which linear combination of the source packets
{x1, . . . , xn} it contains. These vectors are what we called coding vectors. The
encoded data is called theinformation vector. For example, the coding vector
ei = (0, ..., 0, 1, 0, ...0), where the1 is at theith position, means that the informa-
tion vector is equal toxi (i.e., is not encoded). A packet that contains the linear
combinationρ = c1x1 + c2x2 + · · · + cnxn has the coding vector(c1, ..., cn) and
the information vectorρ.

The coding vectors are updated locally at each node that performs linear com-
bining, to reflect the new linear combination of the source packets that the new
packet carries. For example, if a node receives two packets with coding vectors
ei = (0, ..., 0, 1, 0, ...0) and(c1, ..., cn), with corresponding information vectorsxi

andρ, it can create the new information vectorαxi + ρ for some valueα ∈ Fq.
To send this new information vector, it will use the coding vector (c1, ...ci−1, ci +
α, ci+1, . . . , cn). Combining can occur recursively and several times inside the
network.

Each receiver examines the coding vectors of the packets it receives, to learn
what are the linear combinations it has received. In particular, the coding vectors
it receives are nothing but the rows of the matrixA in (1) that determine the linear
equations it needs to solve.

Appending coding vectors to packets incurs an additional overhead. For exam-
ple, for a packet that contains1400 bytes, where every byte is treated as a sym-
bol over F28 , if we haveh = 50 sources, then the overhead is approximately
50/1400 ≈ 3.6%.

Subspace Coding

The approach based on appending coding vectors is well suited for large packets
where the overhead is small. In wireless sensor networks, and generally, wireless
networks, the situation is quite opposite: it is quite oftenthe case that packets
consist of a few bits. In such cases, using coding vectors canadd a significant
overhead.

A new approach recently proposed in [65, 66] promises to be helpful in this sit-
uation. This approach is designed to work with use of randomized network coding,
and is based on using subspaces as “codewords” to convey the information from
the sources to the receivers. We will discuss this approach in depth in Section 3.
We here just note that using coding vectors is a special case of subspace coding
[65]. As we will see in Section 3 using the subspace approach,we can convey the

July 25, 2008 FP7 CT-2007–215252c©The NCRAVE Consortium Page 9 of 60



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

same information with smaller packet length, and dispense from the coding vector
overhead. This promising approach has just started to be explored in the literature.

2.2 Challenges

The discussed approaches, although taking us a step furthertowards implementing
network coding in a practical environment, still do not takeinto account a number
of considerations that need to be crucially addressed.

• In our discussion we implicitly assumed lossless networks.However, in
all realistic networks, packets are subject to errors and erasures. How to
combine network coding with error correction is discussed in Section 3.

• Errors can be due both to network malfunctioning as well as adversarial at-
tacks. Securing network coding against such attacks is a topic that we inves-
tigate in Section 4.

• An important aspect of bringing network coding ideas in practice lies in
developing appropriate networking algorithms and protocols. Work in this
direction is reviewed in Section 5.

• Evaluating achievable rates and other potential benefits network coding of-
fers is also a crucial part of the validating the applicationof network coding
ideas. This is discussed in Section 6.

3 Error Resilient Network Coding

Network coding is mostly based on performing linear coding operations at inter-
mediate nodes. If each sink node is aware of both the coding functions and the net-
work topology, perfect decoding is possible by solving a system of linear equations
provided that no errors have occurred in the network. However, the assumption of
error-free networks is problematic since various kinds of errors are likely to take
place in real networks. In a wireless scenario, for instance, packets may experience
random errors due to noisy links. Further, malicious nodes may intentionally inject
corrupt packets in order to alter information packets. Hence, error-correcting meth-
ods are necessary since even a single error has the potentialto affect the decoded
messages at all sink nodes. In the present report, we investigate two approaches for
correcting errors in networks.

The first one was introduced in [57, 58] and requires full knowledge about
the network topology. Thus, we speak ofcoherenterror-control. Within this ap-
proach, three well-known bounds of classical coding theory, namely the Hamming-
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, Singleton- and Gilbert-Varshamov bound, were generalized to network coding
and it was shown that the Singleton bound is achievable by a linear network code.
The idea of error-correction is similar to classical error-correcting codes, namely
to partition the set of all possible codewords into classes such that each class con-
tains a representative which does not leave the class for anyt errors injected in the
network. The representatives, obviously, constitute at-error-correcting code.

The second approach, introduced in [74], does not require knowledge about the
network topology. Hence, we speak ofnoncoherenterror-control. Information is
encoded by means of subspaces spanned by injected basis vectors (packets) and the
network itself is considered as a black box, i. e. a linear operator, which transforms
the input space on a possibly different output space. Further, error packets, which
intend to pollute the communication process, are injected at unknown locations.
It has been shown, that error-free decoding is possible if the sent and received
subspace agree in a large enough number of dimensions. In other words, if the
input spaces (codewords) have a certain minimum distance regarding the number
of non-intersecting dimensions, error-correction can be achieved at the decoder
provided that the linear network operator is not too rank-deficient and, further, the
received space does not contain too many ”malicious” dimensions due to error
packets.

Network Model

Before starting, we want to point out that the intention of this section is to state the
network model such that the essence of the underlying modelsin [57, 58] and [74]
is captured. Recall that a source nodes is able to send common information to re-
ceiversu ∈ U if and only if the broadcast rateh is not larger than the volume of the
minimum network cut between the sources and the receiversu. In the following, it
is always assumed that the min-cut equalsn. As is customary, the communication
network is represented by a finite directed graphG = (V, E), whereV denotes the
set of nodes whileE indicates the set of edges or, equivalently, the communication
channels. A channele = (i, j) ∈ E , directed from nodei to nodej, is consid-
ered as an outgoing channel with respect to nodei and as an incoming channel
with respect to nodej. Further, the set of all incoming and outgoing channels of a
particular nodei is denoted asIn(i) andOut(i), respectively.

During each generation, the sources ∈ V chooses a number of packets{w1, . . . , wm},
m ≤ n, for representing a messagez from the setZ and injects each of these
packets on one of itsm outgoing channels into the network. Each packet consists
of a fixed number of, say,N symbols taken from the finite fieldFq and, there-
fore, a single packet can be interpreted as an element (here as a row vector) from
the vector spaceFN

q . In the caseN = 1, we will collect all packets in vector
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w = (w1, . . . , wm) ∈ F
1×m
q . It is assumed that the capacity of a single network

link equals oneq-ary symbol per use. Note that edges with a capacity ofR(a,b) > 1
q-ary symbol per transmission from nodea to b can be easily modeled by assuming
R(a,b) parallel edges betweena andb all having capacity one. All parallel edges
are contained inE .

In order to emulate erroneous network channels or link failures, we consider
the injection oft corrupt packets{e1, . . . , et}, ei ∈ F

N
q , in different network links

whereas the output of an erroneous channel is the moduloq sum of the input packet
and a corrupt packet. Again, in the caseN = 1, all error packets are summarized as
e = (e1, . . . , et) ∈ F

1×t
q . Moreover, if the exact locations of error injections are of

importance, then indices will be replaced by the particularerror links(a, b) ∈ E ′,
i. e. e = (e(a,b) : (a, b) ∈ E ′ ⊆ E).

3.1 Error-Control in Coherent Network Coding

In a two-part paper [57, 58] by Raymond Yeung and Ning Cai, theproblem of
error correction in networks has been considered. In particular, the authors de-
rived network generalizations of the Hamming bound, the Singleton bound and
the Gilbert-Varshamov bound under the assumption that the network topology is
known. Knowledge about the network topology is crucial in their approach since it
is needed both for decoding at the sink nodes and for constructing encoding func-
tions at the intermediate network nodes. Hence, we say that this approach belongs
to the paradigm ofcoherentnetwork coding. Coherent network codes have been
further investigated in [75] in terms of error correction, error detection and erasure
correction capability. Additional results concerning this topic can be found in [76].
In the remainder of this section, we will give an overview about the main points
presented in [57] to [75].

3.1.1 Classical Coding Bounds Applied to Network Coding

Hamming Bound and Singleton Bound

A network code for a networkG = (V, E) with source nodes and receiversu ∈ U
is defined to be a collection oflocal encoding functions{φ(a,b) : (a, b) ∈ E} such
that [57]

φ(s,b) : Z → X r(s,b)

φ(a,b) :
∏

(c,a)∈In(a)

X r(c,a) → X r(a,b)
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wherer(a,b) ≤ R(a,b). Hence, the source encodes each messagez ∈ Z by means
of φ(s,b), b ∈ Out(s), into a codeword of length

∑

b∈Out(s) r(s,b) ≤ n and, subse-
quently, each codeword part of lengthr(s,b) is injected into the network via its cor-
responding edge(s, b). The interpretation of the second coding function is simply,
that the information sent on a link(a, b) is a function of the information delivered
by incoming links wherea 6= s. As an aside, the coding functions are formulated
in a general way and, hence, are not necessarily restricted to be linear. Obviously,
reliable communication over the network is only possible ifa certain order is im-
posed on the usage of the coding functions, i. e. a nodea should only encode
when nodesc ∈ In(a) have already encoded. Consequently, the coding scheme is
strongly dependent on the network topology.

By a recursive procedure, thelocal encoding functionsφ(a,b) can directly be
related to the underlying source messagez ∈ Z provided that the network is free
of errors. We will denote the resulting functions asglobal encoding functions
φ̃(a,b) : Z → X r(a,b) and summarize them for each network nodeb asΦb(z) =

{φ̃(a,b) : a ∈ In(b)}. The defined network code is uniquely decodable ifΦu(z) 6=
Φu(z′) for all z 6= z′ and for allu ∈ U .

Now, assume that at mostt error symbols are injected into the network at differ-
ent links. If the mapping of received symbols to source messages is still injective at
the sink nodes, we call the network codet-error-correcting. The number of source
messages|Z| of a coherentt-error-correcting code, which are distinguishable at
the sink nodes, is upper bounded by [57]

|Z| ≤
qn

∑t
i=0

(
n
i

)
(q − 1)i

. (2)

This bound can be considered as a network version of the sphere-packing bound
and the interpretation is as follows. If no errors occur in the network,qn differ-
ent source indices are discriminable at the sink nodes sinceeach network cut has
volume of at leastn. However, if t errors occur and, further, if these errors are
all applied to the links of a single network cut of minimum volumen, what corre-
sponds to a worst case scenario, then a particular sequence of lengthn can possibly
be mapped to

∑t
i=0

(
n
i

)
(q − 1)i sequences. The quotient ofqn and the latter ex-

pression certainly bounds the number of messages.
Before stating another interesting finding, we briefly have to review two defi-

nitions made in [57]. First, a network cut, i. e. a partition(A,B) of the node setV,
is denoted asregular when each pair of edges(a, b), (c, d) ∈ cut(A,B), directing
from A to B, satisfies that there exists no path which connects(a, b) and (c, d).
Second, at-error-correcting code is calledclassicalif the outputs of each network
cut differ in at least2t + 1 symbols provided that they correspond to different
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source messagesz, z′ ∈ Z. Then it can be shown that{φ̃(a,b), (a, b) ∈ cut(A,B) :
z ∈ Z}, i. e. the set of coding functions corresponding tocut(A,B), is a classical
t-error correcting code ifcut(A,B) is a regular cut.

One more upper bound, namely the Singleton bound for networks, has been de-
rived in [57] by computing the maximum number of codewords such that at-error
jammer cannot convert onen-output (codeword) of a network cut of minimum
volumen into another information bearingn-output. A crucial part of the proof,
again, has been the assumption of a worst case scenario, i. e.all t errors are injected
with respect to a minimum network cut. The resulting bound reads as

log|Z| ≤ (n− 2t)logq (3)

and it has been shown in [58] that tightness can be achieved bymeans of a linear
t-error-correcting network code for sufficiently large fieldsize q. In the follow-
ing subsection, we will describe both the idea behind the lineart-error-correcting
network code and the generalization of the Gilbert-Varshamov bound to networks
which, by the way, has been utilized in the proof showing the tightness of (3).

Gilbert-Varshamov Bound and Achievability of the Singleton Bound

Recall [58, 77], that a linear code multicast (LCM)V for an acyclic network is an
assignment of a linear subspaceLV (a) ⊆ F

n
q to a nodea ∈ V and a column vector

vV (a, b) of dimensionn to a channel(a, b) ∈ E such thatvV (a, b) ∈ LV (a)
if (a, b) ∈ Out(a) and vV (b, c) is a linear combination of allvV (a, b) where
(a, b) ∈ In(b). The coefficients of the linear combination are summarized in a

column vectorc(b, c) ∈ F
|In(b)|×1
q and, therefore,vV (b, c) = M(b)c(b, c) where

the columns of matrixM(b) are equal tovV (a, b), (a, b) ∈ In(b), under consider-
ation of the underlying coding order. It can be shown [77] that for a given network
with source nodes, there exists a LCM with certain properties (a so calledgeneric
LCM) assigningn-dimensional column vectors to the network links. One of the
properties is, e. g., thatLV (u) = LV (s) = F

n
q what implies thatM(u), u ∈ U , is

invertible.
Within the framework of a LCM, a linear network code, that is aset of functions

φ, can be constructed as follows. After having chosen a message row vectorw from
F

n
q , the source computes each symbolφ(s,a)(w) on its outgoing edges(s, a) ∈

Out(s) via the scalar productφ(s,a)(w) = wvV (s, a)1. Similar to the source, an
intermediate network nodea ∈ V determines its outgoing symbolφ(a,b)(u(a)) by
computing the scalar productu(a)c(a, b), where theith entry of row vectoru(a)

1It is assumed, that the source makes full use of the minimum network cut of volumen. Hence,
m = n.
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corresponds to the output of theith channel inIn(a). By a recursive approach, it
is easy to verify that theglobal encoding functions for all(a, b) ∈ E read as

φ̃(a,b)(w) =
〈
wT ,M(a)c(a, b)

〉

=
〈
wT , vV (a, b)

〉
. (4)

Now, assume that error symbolse(a,b) are applied to a subset of channelsE ′,
where vectore =

(
e(a,b) : (a, b) ∈ E ′

)
is a collection of the errors. The output

of a channel(a, b), which depends onw ande, is indicated asψ(a,b)(w, e) and it
can be easily shown thatψ(a,b)(w + w′, e + e′) = ψ(a,b)(w, e) + ψ(a,b)(w

′, e′).

Hence,ψ(a,b)(w, e) = ψ(a,b)(w, 0) + ψ(a,b)(0, e) what, in turn, equals̃φ(a,b)(w) +
ψ(a,b)(0, e). Let Υ denote the set of error vectors. Further, define

Ξ(V,Υ, u) =
{(
ψ(a,u)(0, e), (a, u) ∈ In(u)

)
M−1(u) : e ∈ Υ

}
(5)

and
∆(V,Υ) =

⋃

u∈U

{
f = g − g′ : g, g′ ∈ Ξ(V,Υ, u)

}
. (6)

Since the min-cut in the network is equal ton, we assume without loss of general-
ity, thatIn(u) = n for all u ∈ U what is important since otherwise the multiplica-
tions in (5) would not be valid. In order to understand the meaning of (5) and (6),
consider the received symbols of sink nodeu on its incoming edges(a, u) ∈ In(u),
i. e.

(
ψ(a,u)(w, e), (a, u) ∈ In(u)

)
= wM(u) +

(
ψ(a,u)(0, e), (a, u) ∈ In(u)

)
. (7)

Hence, each entry in (5), caused by a particular error vectore, corresponds to a
modified error vector of dimensionn which, when injected by the source node, has
the same effect at sink nodeu than error vectore (in order to see this, factorM(u)
out in (7)). The interpretation of (6) is as follows. For eachpair of message vectors
w andw′, there exists a vector in∆(V,Υ) such that the intended messagew is
converted tow′ when this vector is applied at the source what, obviously, yields
a decoding error. As a consequence, two message vectorsw andw′ are separable
with respect toΥ if and only if [58]

w′ ∈ w + ∆(V,Υ). (8)

Arrived at (8), a Gilbert-Varshamov bound for networks can be derived which,
obviously, reads as

(|Z| − 1)|∆(V,Υ)| < qn. (9)
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Thus, when (9) is met, it is possible to construct anΥ-error-correcting code with
source alphabet size|Z|. Furthermore, if

|∆(V,Υ)| < qn−k (10)

is satisfied, a linearΥ-error-correcting code with|Z| = qk source indices can
be constructed. Consequently, (10) is the Gilbert-Varshamov bound for linearΥ-
error-correcting codes.

One more result, obtained in [58], is that an(n − 2t)-dimensionalt-error-
correcting code can be constructed for afixed, acyclic network if the field sizeq
is sufficiently large, i. e. ifq ≥ 2|E||U|. The result is significant since it proves
that the Singleton bound, as stated in (3), can be achieved incoherentnetwork
coding. The main idea of the proof is to find an upper bound on the number of
2t × n matrices H which cannot be used as parity check matrices for alinear t-
error-correcting code. If this number is smaller thanq2tn, the proposition is proved
since then parity check matrices exist. On the road to the result, an upper bound
on |∆(V,Υ)| is required, however, more precise than the one in (10) whereas it
is assumed thatΥ contains all error patterns witht or less errors. The improved
upper bound can be achieved by a twofold partitioning of∆(V,Υ), namely first
to partition∆(V,Υ) into ∆i(V,Υ), 0 ≤ i ≤ N , such that a vectort is element
of ∆i(V,Υ) if the last non-zero component oft is theith component and, second,
to partition each∆i(V,Υ) into ∆ij(V,Υ) by means of an equivalence relation
such thatt ∈ ∆ij(V,Υ) implies thatµt ∈ ∆ij(V,Υ) whereµ ∈ Fq. Then, by
counting the number of matrices H regarding each∆ij(V,Υ) and, subsequently,
by summing over all∆ij(V,Υ), it follows that the number of matrices H is smaller
thanq2tn provided thatq ≥ 2|E||U| what, in turn, shows that their must exist at least
a single parity check matrix for a linear(n − 2t)-dimensionalt-error-correcting
code.

3.2 Error Correction and Detection

In this section, we will review the main results from [75] concerning the capability
of linear network codes to correct and detect errors. The underlying network be-
havior between source nodes and each sink nodeu ∈ U or, equivalently, the set of
coding functions is assumed to be entirely linear. Hence, the input-output behavior
between sources and sink nodeu ∈ U can be stated asyu = wM(u) + eG(u).
Note that the LCM, introduced in the previous subsection, yields a linear behavior
falling into the same category (compare with the rhs of (7)).

In accordance with classical error-correcting codes, the correction and detec-
tion ability will be expressed in terms of the Hamming weightand Hamming dis-
tance. However, since the channel (or network) imposes a linear transformation
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on each message- and error vector, what is not the case in classical point to point
communications, slightly different notions of the Hammingweight and Hamming
distance have to be used, i. e. [75]

• thenetwork Hamming weight of an error vectore is defined as

Wu(e) = min
e′ :G(u)e′=G(u)e

wH(e′), (11)

• thenetwork Hamming distance between two message vectorsw1 andw2 is
defined as

Du(w1, w2) = min
e : M(u)(w1−w2)=G(u)e

wH(e), (12)

wherewH(·) denotes the common Hamming weight. Hence, the maximum net-
work Hamming weightW (e) of an error vectore regarding all sink nodesu ∈ U
equals

W (e) = max
u∈U

Wu(e), (13)

while the minimum network distancedmin of a message set (code)C reads as

dmin = min
u∈U

min{Du(w1, w2) : w1, w2 ∈ C, w1 6= w2}. (14)

Based on the definitions, following two theorems can be derived.

Theorem 3.1. [75] The following two properties of a linear network code are
equivalent:

1. The code can correct any error vectore withwH(e) ≤ t andW (e) ≤ t.

2. The code hasdmin ≥ 2t+ 1.

Theorem 3.2. [75] The following two properties of a linear network code are
equivalent:

1. The code can detect any error vectore withwH(e) ≤ c andW (e) ≤ c.

2. The code hasdmin ≥ c+ 1.

Throughout the proof of above theorems, it is been assumed that each re-
ceiveru has perfect knowledge about the corresponding transfer matricesM(u)
andG(u).
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3.3 Error-Control in Noncoherent Network Coding

3.3.1 Linear Coding Operations

The network model, introduced in chapter 3, is still valid throughout the current
chapter. For simplicity, but without loss of generality, wewill focus on the unicast
case in the following. We start by describing the coding operations at interme-
diate network nodes. Each intermediate network nodej ∈ V creates a packet
y((b, c)) ∈ F

N
q , intended to be sent on an outgoing link(b, c) ∈ Out(j), by a

Fq-linear combination of the packets on the incoming channels(a, b) ∈ In(j),
i. e. y((b, c)) =

∑

(a,b)∈In(j)m(b,c)((a, b))y((a, b)), where the (local encoding)
coefficientsm(b,c)((a, b)) are randomly chosen from the fieldFq but assumed to
be fixed after initialization. Note that the random coefficientsm(b,c)((a, b)) and
m(b,d)((a, b)), which correspond to the same incoming but to different outgo-
ing edges of a node, are not necessarily identical except of the case when paral-
lel edges are treated. Since all coding operations in the network are linear, we
can directly relate each packet to a linear combination of source packetswi ∈
F

N
q , i. e. y((b, c)) =

∑M
i=1 hi((b, c))wi, where the (global encoding) coefficients

hi((b, c)) ∈ Fq can be determined recursively from the local encoding coefficients.
Similar to before, we can find global encoding coefficientsgi((b, c)), 1 ≤ i ≤

t, for each network nodej ∈ V such that the outgoing packetsy((b, c)), (b, c) ∈
Out(j), can directly be related via a (linear transformation) to the corrupt packets
ei, 1 ≤ i ≤ t.

The destination node collects packets on its (at leastn) incoming edges{k1 :=
(a1, b1), . . . , kn := (an, bn)} and tries to infer the original packetsw1, . . . , wm

whereas the overall input-output behavior can be expressedin matrix form as





y(k1)
...

y(kn)




 =






h1(k1) · · · hm(k1)
...

. . .
...

h1(kn) · · · hm(kn)











w1
...
wm




+






g1(k1) · · · gt(k1)
...

. . .
...

g1(kn) · · · gt(kn)











e1
...
et






(15)
or, in short form, as

Y = HW +GE. (16)

Note that the rows of matricesW andE are the source packets and the error pack-
ets, respectively, while the rows ofY correspond to the received packets at the
sink.

3.3.2 Transmission based on Encoding via Subspaces

In [74], a coding theoretic approach for network error correction was introduced,
which requires no knowledge about the network topology and the linear network
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code. The main idea behind the approach is to relate source messages, which are
encoded via a number of packets, to vector spaces. In order tounderstand this,
recall channel model (16), i.e.Y = HW + GE. The rows ofW , which corre-
spond to an unique source messagez ∈ Z, span a subspaceV of anN -dimensional
vector spaceQ over Fq, or, more generally, information at the source is encoded
by a suitable choice of distinct subspaces whereas each source packet represents a
basis vector ofV or a linear combination of basis vectors (the latter does notcon-
tribute new information). Note that the dimensionality of the input spaces should
not exceed the min-cut volumen since the receiver is not able to recognize more
dimensions thann. The sink node observes incoming packets, i. e. the rows of
matrixY , and tries to resolve the uncertainty about the sent subspace V by means
of the received subspaceU := rowsp(Y ), where rowsp(Y ) denotes the row space
of Y . The uncertainty about the sent subspace completely disappears if, for in-
stance,E is equal to the zero matrix, i. e. the network is free of erroneous packets,
and matrixH has full row rank, since then linearly independent rows ofW are
uniquely mapped on linearly independent rows ofY . In this optimistic case, the
maximum possible codebookC is made up of

⋃h
i=1 P(Q, i), whereP(Q, i) indi-

cates the number ofi-dimensional subspaces ofQ. Note that, within this scenario,
the receiver must be able to determine when the transmissionof a subspace is com-
pleted since there exist spaces in the codebook which completely contain other
spaces.

3.3.3 Errors and Erasures

The input spaceV potentially suffers from two different kinds of corruptions when
sent over the network, namely from theinsertionof undesired dimensions and the
deletionof desired dimensions.Insertionsstem from two different origins. They
arise

• if the intersection of rowsp(GE) and the input spaceV is not trivial, i. e.
if error packets introduce additional dimensions at the receiver after having
propagated through the network; the dimensionality of thisintersection, say
t1, gives one portion of insertions.

• if the intersection ofU\(rowsp(GE)∪V ) and rowsp(HW ) is not trivial; this
captures those dimensions which are introduced due to the linear mapping
of rowsp(W ) onto rowsp(HW ) minus the dimensions resulting from the
linearly transformed error packets rowsp(GE) assumed that rowsp(GE) ∩
rowsp(HW ) 6= ∅ (these dimensions were already considered in the above
item); the dimensionality of this intersection, sayt2, gives the remaining
portion of insertions.
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Note that all inserted dimensions, which are described in the second item, are at the
same time deleted dimensions. The remaining number of deleted dimensions, say
ρ1, is equal to the rank deficiency of matrixH minus the number of compensating
dimensions which are eventually introduced by the error packets, i.e. dim(V)−
dim(HP ) − dim(V ∩ rowsp(GE)). In summary, the mappingV → U involves
t = t1 + t2 insertions andρ = ρ1 + t2 deletions. The overall effect of the network
on the input vector spacesV can be described in a compact manner by means of a
so called operator channel.

Definition 3.1. [74] An operator channelC, associated with the ambient space
Q, is a channel with input and output alphabetP(Q)2. The channel inputV and
channel outputU are related as

U = Hk(V ) ⊕ Ē (17)

whereHk is an erasure operator, and̄E is an arbitrary error space. If dim(V ) > k,
the erasure operatorHk acts to projectV onto a randomly chosenk-dimensional
subspace ofV ; otherwise,Hk leavesV unchanged. If dim(V )−dim(Hk(V )) = ρ,
we say thatHk corresponds toρ erasures. The dimension of̄E is called the error
normt(Ē) of Ē.

Note thatĒ captures the effects due toE (t1 insertions) and a part of the effects
due toH (t2 insertions). In the following, we will denote insertions aserrors and
deletions aserasures.

3.3.4 Coding for Errors and Erasures

A codeC for an operator channel consists of an ensemble of subspacestaken from
anN -dimensional ambient spaceW , i. e. C ⊆ P(Q). In this section, we will com-
ment on the error- and erasure correction capability ofC and, further, on bounds
regarding|C|, assumed that a minimum distance decoder is used. Hence, a suitable
metric has to be defined onP(Q). It was shown in [74], that the function

d(A,B) := dim(A+B) − dim(A ∩B), A,B ∈ P(Q) (18)

is a metric for the spaceP(Q). The intuitive meaning of distance, as defined by
d(A,B), is as follows. Two spacesA andB are at great distance if few vectors
from the basis, spanning the sum ofA andB, span the intersection ofA andB or,
conversely, two spacesA andB are close if many vectors from the basis, spanning
the sum ofA andB, are necessary in order to span the intersection ofA and

2P(Q) denotes the set of all subspaces ofQ what is denoted asprojective geometry.
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B. Besides the distance metric, three more important parameters of a subspace
code are needed, namely the minimum and maximum distance between codewords
(subspaces) and the rate. The minimum distance ofC is denoted by

D(C) := min
X,Y ∈C:X 6=Y

d(X,Y ) (19)

while the maximum distance ofC is denoted by

l(C) := max
X∈C

dim(X). (20)

Further, the rateR is defined as

R =
logq(|C|)

Nl
, (21)

whereNl denotes the number ofq-ary symbols contained in the source packets
or, equivalently, the number of required channel uses in order to inject l source
packets.

We will now formally state the combined error-and erasure correction perfor-
mance ofC.

Theorem 3.3. [74] Assume we use a codeC for transmission over an operator
channel. LetV ∈ C be transmitted, and let

U = Hk(V ) ⊕ Ē

be received, where dim(Ē) = t. Letρ = max {l(C) − k, 0} denote the maximum
number of erasures induced by the channel. If

2(t+ ρ) < D(C), (22)

then a minimum distance decoder forC will produce the transmitted spaceV from
the received spaceU .

Remark:A general converse of Theorem 3.3 has not been proven yet. However,
in the special case of a constant dimension codeC ⊆ P(Q, i), a converse is given
in [78].

Example 3.1. In [20], a transmission scheme has been introduced which prepends
theith unit vector to theith source packet. This strategy guarantees, that the global
encoding vectors can be perfectly found in the arriving packets assumed that no
errors and erasures occur. We now interpret this approach within the framework
of subspaces. Each transmitted subspace per generation is equal to the rowspace
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of a l × N -matrixW ′ = (Il|W ) whereIl denotes thel-dimensional identity ma-
trix. Different realizations ofW correspond to different source messagesz ∈ Z.
Obviously, the rowspace ofW ′ is l-dimensional, regardless ofW , and, there-
fore, the transmission scheme falls into the category of a constant dimension code
C ⊆ W(Q, l). Since the field size isq, at mostql(N−l) different row spaces can
be generated byW ′. Now, assume that we want to use allql(N−l) row spaces for
transmission. How many errors and erasures can be corrected? It can be easily seen
that the codebook contains spaces, which agree inl − 1 dimensions. These kind
of subspaces are generated by matricesW ′, which agree inl − 1 rows what yields
a minimum code distance of(l + 1) − (l − 1) = 2. Thus, no errors and erasures
are correctable. An equivalent situation in the framework of ordinary linear block
codes would be, to restrict the code to a linear subspace and,then, to use all vectors
as codewords. The error-correction capability of such a code is also zero since the
minimum Hamming-distance equals one and, thus, error-correction by means of
redundancy is not possible.

In the second part of this section, we will describe bounds which characterize
the performance limits of constant dimensional subspace codes. More precisely,
we will state the subspace coding version of the sphere-packing bound and the
Singleton bound. The adaptation of these fundamental bounds to constant dimen-
sional subspace codes was carried out in [74]. But first, the notion of a sphere has
to be defined and expressions forP(Q, l) and the number of subspaces within a
sphere have to be found.

Regarding the derivation ofP(Q, l), it is crucial to note that anl dimensional
subspaceU , say, over a fieldFq consists ofql elements, since each of the scalar
coefficients in a linear combination ofl basis vectors can takeq values. We can
choose anl + 1 dimensional subspace, that containsU , in qN−ql

ql+1−ql ways. The
numerator simply corresponds to those vectors which lie outsideU while the de-
nominator indicates the number of vectors which have to be added toU in order to
obtain anl + 1 dimensional subspace. Hence, there aref(N, q) =

∏N−1
i=0

qN−qi

qi+1−qi

chains of sizeN + 1 containing one subspace of each possible dimensions (what
is called a maximum chain, see e. g. [79]). It remains to determine in how many
maximum chains eachl dimensional subspace occurs. This can be accomplished
by considering the number of maximum chains starting with a particularl dimen-
sional subspace (i. e. a chain going from dimensionl to dimensionN ) and by
considering the number of maximum chains where thel dimensional subspace is
the last entry (i. e. a chain going from dimension0 to dimensionl). There are

f(N − l, q) =
∏N−1

i=l
qN−qi

qi+1−qi chains of the first kind andf(l, q) =
∏l−1

i=0
ql−qi

qi+1−qi

chains of the second kind and the product of both yields how often a particular
l dimensional subspace occurs in the maximum chains from dimension 0 to N .

July 25, 2008 FP7 CT-2007–215252c©The NCRAVE Consortium Page 22 of 60



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

Hence,P(Q, l), which is commonly denoted as Gaussian coefficient
»

N

l

–

q

, equals

[
N
l

]

q

=
f(N, q)

f(l, q)f(N − l, q)

=
(qN − 1)(qn−1 − 1) · · · (qn−l+1 − 1)

(ql − 1)(ql−1 − 1) · · · (q − 1)
, l ≥ 1. (23)

According to [74], a sphereS(V, l, t) of radiust centered at al dimensional sub-
spaceV in P(Q, l) is the set of all subspacesU that satisfyd(U, V ) ≤ 2t, i. e.

S(V, l, t) = {U ∈ P(Q, l) : d(U, V ) ≤ 2t} , (24)

whereQ is an N dimensional finite vector space. In order to compute the cardi-
nality of a single sphereS(V, l, t), we have to determine the number of subspaces

that intersect in at leastl − t dimensions withV . There are
»

l

l − i

–

q

possibilities

to choose anl − i dimensional spaceU ′ intersecting withV , where0 ≤ i ≤ t.
Subsequently,U ′ has to be expanded to anl dimensional spaceU whereas the re-
maining i dimensions are not allowed to lie inV . The completion can be done

in
∏i

k=0
qN−ql+k

ql−ql−i+k ways. Finally, a summation overi yields the cardinality of the
sphere, given by

|S(V, l, t)| =

t∑

i=0

([
l

l − i

]

q

i∏

k=0

qN − ql+k

ql − ql−i+k

)

=
t∑

i=0

qi2
[
N − l
i

]

q

[
l
i

]

q

. (25)

Equipped with numerical expressions both for the maximum possible number of
codewords within a constant dimensional subspace code and the size of a sphere
with certain radius, we can easily state the sphere-packingbound. LetC be a subset
of P(Q, l) such that the minimum distanceD(C) between each pair of codewords
is at least2t. Hence, the radius of each sphere centered at the codewords is not
allowed to exceeds = b t−1

2 c. A (sphere-packing) bound on the maximum size of
the codebookC is given by

|C| ≤
|P(Q, l)|

|S(V, l, s)|
=

[
N

l

]

q

|S(V, l, s)|
< 4q(l−s)(N−s−l). (26)

In view of deriving a Singleton bound, the authors in [74] introduced a punctur-
ing procedure for constant dimensional subspace codesC ⊆ P(Q, l) and showed
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that the procedure generates a new codeC′ such thatD(C′) ≥ D(C) − 2. The
puncturing works as follows. Initially, the vector spaceQ, i. e. the ambient space
for constructing codewords, is replaced by anN − 1 dimensional subspaceQ′.
Due to that, a number of spaces inC are projected onl − 1 dimensional subspaces
which compose a portion of the new codebookC′. The remaining spaces inC are
(randomly) projected on somel − 1 dimensional subspaces, which constitute the
second portion of codebookC′. Obviously, the size ofC andC′ is equal and, con-
sequently, repeated puncturing of a code of sufficiently large minimum distance
results in a new (not necessarily unique) code of equal size whereas the dimension
of each new codeword is reduced by1 while the minimum distance is reduced at
most by2. The last point yields that each constant dimensional codeC ⊆ P(Q, l)
with minimum distanceD > 2 can be punctured at mostb(D − 2)/2c times and,
therefore, a Singleton type bound can be formulated

|C| ≤

[
N − (D − 2)/2
l − (D − 2)/2

]

q

. (27)

3.3.5 Code Construction

Reed-Solomon-like Codes

The framework introduced in the last section, namely to encode information by
means of subspaces, was applied to Reed-Solomon codes in [74]. Therein, the au-
thors use so called linearized polynomials over an extension fieldFqm for encoding
source messages. These are polynomials of the form

L(x) =
d∑

i=0

aix
qi

, (28)

whereai ∈ Fqm. Now assume that the zeros of (28) lie inFqm. Since linearly
combined zeros are, obviously, again zeros, it immediatelyfollows that the zeros
of L(x) form a subspace ofFqm. Moreover, if two linearized polynomialsf(x)
andg(x) of degreeqd agree ind linearly independent elements, then both polyno-
mials are equal. These properties will turn out to be important for determining the
minimum code distance.

Prior to the encoding procedure,l linearly independent pointsα1, . . . , αl are
arranged, which span al-dimensional subspaceA ⊂ Fqm . These points are used
throughout the whole encoding procedure. Encoding works asfollows. Each
source message is represented byk elementsu0, u1, . . . , uk−1, which are taken
from Fqm. Based on thesek elements, the encoder forms the linearized polyno-
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mial

f(x) =

k−1∑

i=0

uix
qi

(29)

and evaluates (29) atα1, . . . , αl whereβi = f(αi). Clearly, since theαi’s are
linearly independent, the tuples(α1, β1), . . . , (αl, βl) are also linearly independent
and, hence, can be regarded as a basis of the vector spaceV ⊆ F

l+m
q . Subsequently,

V is injected into the network by means of the basis vectors. Itcan be shown that
the subspacesV , which result from (29) for different messages(u0, . . . , uk−1), are
all distinctive if vector spaceA has at leastk dimensions. Hence, each distinct
message corresponds to a distinct codeword what yields a codeC of sizeqmk. It is
not hard to show that the minimum distance of this Reed-Solomon-like code equals
D(C) = 2(l − k + 1).

According to the model of an operator channel, as stated in Definition 3.1, the
received spaceU has dimension equal tor = l − ρ+ t where(xi, yi), 1 ≤ i ≤ r,
is a basis ofU . Recall thatρ denotes the number of erasures (deletions) whilet
denotes the number of errors (insertions). After the reception of subspaceU , the
decoder tries to construct a nonzero, bivariate polynomial

Q(x, y) = Qx(x) +Qy(y), (30)

subject to the constraints thatQ(xi, yi) = 0, for 1 ≤ i ≤ r. Moreover, it is
assumed thatQx(x) is a linearized polynomial overFqm of degree at mostqτ−1

while Qy(y) is a linearized polynomial overFqm of degree at mostqτ−k. These
requirements correspond to the solution of an homogenous system, composed ofr
equations in2τ − k + 1 variables, which has a nonzero solution if

r = l − ρ+ t < 2τ − k + 1. (31)

Observe that (30) can, in general, be converted to

Q(x, y) = Qy(y − f(x)) +Q(x, f(x)), (32)

what motivates a second constraint regarding the decoding of message polyno-
mial f(x), namely thatQ(x, f(x)) should be zero. This stems from the fact that
Q(x, f(x)) = 0 can be expanded according to

Qy(x) ◦ f(x) +Qx(x) = 0, (33)

where the compositionQy(x) ◦ f(x) denotesQy(f(x)) and, therefore, a modi-
fied Euclidean algorithm is able to deliverf(x) from (33). But what conditions
have to be satisfied such that (33) evaluates to zero. By assumption, (33) is a

July 25, 2008 FP7 CT-2007–215252c©The NCRAVE Consortium Page 25 of 60



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

linearized polynomial of degree at mostqτ−1 and, further, we know that it eval-
uates to zero at a basis forU ∩ V , i. e. at l − ρ linearly independent points
{(a1, b1), . . . , (al−ρ, bl−ρ)} sinceQ(ai, bi) = Q(ai, f(ai)), 1 ≤ i ≤ l − ρ, at
each point of thel − ρ dimensional, ”not corrupted” subspace ofU ∩ V . Thus, if

l − ρ > τ − 1 (34)

the dimension of the kernel ofQ(x, f(x)) is larger than its degree, which is only
possible ifQ(x, f(x)) = 0. By combining (31) and (34), it can be seen that a valid
choice forτ is e. g.

τ =

⌊

r
︷ ︸︸ ︷

l − ρ+ t+k

2

⌋

, (35)

wherer andk are known a priori at the decoder. Upon knowingτ , an efficient
interpolation algorithm can be used for providing a bilinear, linearized polynomial
Q(x, y). Finally, the message vectorsu0, . . . , uk−1 can be found by determining
f(x) from (33) with a Euclidean type algorithm.

Constant-Dimension Codes based on Rank-Metric Codes

In Example 3.1, we have described a constant-dimension subspace code character-
ized by prepending theith unit vector to theith source packet. As a consequence,
each transmitted subspace corresponds to the rowspace of a matrix made up of an
identity matrix and an information-bearing matrix (the source packets). However,
this code does not possess any error- and erasure-correction capability. By using
codewords of a rank-metric code as information-bearing matrices, it can be shown
that the so constructed code inherits the distance properties of the underlying rank-
metric code what was done in [80].

We will start by shortly reviewing some basic notions concerning rank-metric
codes. The codewords of a rank-metric code form a nonempty subset ofFn×m

q ,
i. e. C ⊆ F

n×m
q , and the rank distance between two codewordsX andY is defined

asdR(X,Y ) = rank(Y −X). Obviously, the minimum code distance is given by

dR(C) = min
X,X′∈C:X 6=X′

dR(X,X ′). (36)

Rank-metric codes, which achieve the Singleton bound, are calledmaximum-rank-
distance(MRD) codes.

In order to convert a rank-metric code to a constant-dimension subspace code,
we prepend then-dimensional identity matrixIn to each codewordX ∈ F

n×m
q ,

what yields matrices with distinctive row spaces all of dimension n. The re-
sulting codewords are denoted asI(X) = rowsp

([
In X

])
and, consequently,
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I(C) ⊆ P(Fn+m
q , n) whereasI(C) is the so calledlifted version ofC. Note that

the construction of the Reed-Solomon-like code in the previous section can also
be interpreted within this framework since each of the transmitted basis vectors is
enlarged by a vector from an a priori determined basis.

Intuitively, if the underlying rank-metric codeC obeys good distance proper-
ties in terms of the rank-metric then the constructed constant-dimension codeI(C)
should also have good distance properties in terms of the metric stated in (18).
Indeed, the authors in [80] were able to confirm this conjecture by showing the re-
lationshipd(I(C)) = 2dR(C). Moreover, they proved that a lifted code asymptoti-
cally reaches the Singleton bound provided that the underlying rank-metric code is
a MRD code.

At the receiving end,N arriving packets are collected which correspond to
rowsp

([

Â Y
])

whereÂ ∈ F
N×n
q andY ∈ F

N×m
q . Let µ andδ be defined as

n− rankÂ andN− rankÂ, respectively. If both the row space and column space of
Â have full rank, i. e.µ = δ = 0, thenÂ is invertible. By means of elementary row
operations,

[

Â Y
]

can be converted to the row equivalent version
[

In Â−1Y
]
.

Provided thatdR(X, Â−1Y ) < dR(C)/2, a minimum distance decoder for a rank-
metric code, i. e.

X̂ = arg min
X∈C

rank(Â−1Y −X) (37)

is guaranteed to return the correctX̂ = X or, equivalently, the originally sent
codeword, that is rowsp

([
In X

])
.

But how is decoding possible ifµ and/orδ are not equal to zero what corre-
sponds to the situation that errors and erasures occur. It has been shown in [80],
that the reduced row echelon form of

[

Â Y
]

is, in general, equal to

[
In + L̂IT

U Â−1Y

0 Ê

]

(38)

whereL̂ andÊ are elements fromFn×µ
q andF

δ×m
q , respectively, with rank(Ê) = δ

whereasU ⊆ {1, . . . , n} with cardinality equal toµ such thatIT
U Â

−1Y = 0 and
IT
U L̂ = −Iµ. Note thatIU is aµ × µ matrix equal to

[
ei, i ∈ U

]
whereei is the

ith unit column vector. Further,Iµ indicates theµ× µ identity matrix. Under con-
sideration of (38), the distance according to (18) betweenV := rowsp

([
In X

])

andU := rowsp
([

Â Y
])

is given by

d (V,U) = 2rank

[
L̂ Â−1Y −X

0 Ê

]

− (µ+ δ). (39)
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Hence, the decoding problem in this general case reduces to

X̂ = arg min
X∈C

rank

[
L̂ Â−1Y −X

0 Ê

]

. (40)

An algorithm, based on Gabidulin’s algorithm for decoding rank-metric codes, has
been stated in [80] in order to solve (40).

4 Security and Network Coding

Network coding affects security and reliability of data in both favorable and ad-
verse ways depending on the network scenario and the application. The following
toy example will help us appreciate these issues.

Example 4.1.Consider the simple network consisting of two parallel unit-capacity
channels, as shown in Fig. 3. There are two independent unit-rate information

A

B

C

D A

B

C

D

y1

y2

y1

y2

y1 + y2

y1 + 2y2

y1 + y2

y1 + 2y2

Figure 3: Mixing information streams can both hide meaningful information and
make legitimate users more vulnerable.

sources located at nodeA and a legitimate user at nodeD who has paid to re-
ceive the information from both sources e.g., watch two movies. This goal can be
achieved by either forwarding as in Fig. 3-a or coding as in Fig. 3-b. Consider now
an adversary who has access to a single edge in the network. Ifthe transmission
is organized as in Fig. 3-a, the adversary receives completeinformation of one
source. If the transmission is organized as in Fig. 3-b, the adversary still receives
one bit of information about the pair(y1, y2) but that information may be useless
(as in the movie application).

Consider now an adversary who can not only observe but also modify the data
on a single edge. In that case, the transmission scheme in Fig. 3-a is better since
the legitimate user is still able to receive the informationfrom one source.
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We will here consider two general cases in which an adversaryCalvin has
access to a certain number of edges in the network.

In the first case, Calvin is merely eavesdropping. In one scenario, his goal
may be to reduce his uncertainty about the information transmitted to the intended
receivers. In another scenario, his goal may be to actually decode a fraction of this
information from his observation. We will see that linear combining may either
assist or hinder Calvin depending on his goal. We will also look into designing
network codes that will prevent the eavesdropper from achieving his goal.

In the second case, Calvin can also modify some of the packetshe intercepts,
i.e., perform a jamming attack. Modifying a certain number of packets in net-
works which only route information simply results in their incorrect reception,
whereas modifying the same number of packets carrying linear combinations of
source packets can have a more harmful effect since, if no counter measures are
taken, it can result in incorrect decoding of all source packets. We will see how
this problem can be controlled by sending some redundant information together
with the data through the network.

4.1 A Brief Taxonomy of Network Coding Security Challenges

When analyzing currently available proposals for practical network coding proto-
cols, it is possible to identify two main classes:

1. stateless network coding protocols, which do not rely on network (e.g. topol-
ogy or link costs) to decide when to mix different packets;

2. state-aware network coding protocols, which rely on partial or full network
state information to compute a network code or determine opportunities to
perform network coding in a dynamic fashion.

For example, non-coherent communication, where intermediate nodes perform
random linear coding, would fall in the category of stateless network protocols.

Network coding protocols in the second class either run a polynomial time al-
gorithm on the network graph to determine the optimal codingstrategy prior to
communication, or rely on the exchange of control traffic between neighboring
nodes to decide on the fly how to mix and transmit the received data packets. By
exploiting the broadcast nature of the wireless medium and spreading encoded in-
formation in a controlled manner, state-aware protocols promise considerable ad-
vantages in terms of throughput, as well as resilience to node failures and packet
losses. Efficiency gains come mainly from the fact that nodesmake use of every
data packet they overhear and in, some instances, also from areduced need for
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x=1
y=2
z=3

v
P3=P1+2P2

P1 2,3,1 10 P2163,1,3

8,5,7 42

2x+3y+z=10

8x+5y+7z=42

3x+y+3z=16

Figure 4: A toy example of linear operations at intermediatenodev in the network,
using integers for illustration purposes.x, y andz correspond to the native packets,
which convey the information which will be obtained by Gaussian elimination at
the receivers.P1 andP2 arrive at intermediate nodev in the network through its
incoming links.P3 is the result of a random linear combination ofP1 andP2 at
nodev, with chosen coefficients1 and2, respectively.P3 is then sent in nodev’s
only outgoing link.

control information (such as routing advertisements and packet acknowledgments)
in comparison to typical routing and forwarding protocols.

In the two types of network coding protocols described previously, each node
has two tasks to accomplish:

• correctly encode the received packets, thus contributing to the expected ben-
efits of network coding;

• correctly relay the encoded packets, thus enabling the destination nodes to
retrieve the intended information.

It follows that an attack on a network coding based protocol must result as the
corruption of one, the other or both of these tasks.

In Table 1we provide a taxonomy of security vulnerabilities and theirimpact
in both the traditional network paradigm and network codingbased protocols. Our
goal is not to provide an exhaustive list but rather to emphasize those that un-
derline the effectiveness of network coding based protocols in protecting against
some typical attacks on communication networks, and also those that may specif-
ically cause considerable damage to this type of protocols.Naturally, the means
to achieve a successful attack are of course highly dependent on the specific rules
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of the protocol, and therefore it is reasonable to distinguish between the aforemen-
tioned stateless and state-aware classes of network codingschemes.

If properly implemented, stateless network protocols based on RNLC are po-
tentially less subject to some of the typical security issues of traditional routing
protocols for mobile ad-hoc and sensor networks. First, stateless protocols do not
depend on exchange of topology information, which can be faked (e.g. through
link spoofingattacks). Secondly, the impact oftraffic relay refusalis reduced, due
to the inherent robustness that results from spreading the information by means
of network coding. Thirdly, the information retrieval depends solely on the data
received and not on the identity of nodes, which ensures someprotection against
impersonationattacks.

In contrast, state-aware network coding protocols rely on control information
provided by neighboring nodes to be able to perform local code optimization. This
factor renders them particularly prone to attacks based on the generation of false
control information.
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Table 1:General security vulnerabilities and their effect in Stateless and State-Aware Network Coding (NC) Protocols in Comparison with Traditional Routing — Part
I

ATTACK DESCRIPTION TRADITIONAL ROUT-
ING PROTOCOLS

STATELESS NC PRO-
TOCOLS

STATE-AWARE NC
PROTOCOLS

Impersonation
A node generates
messages pretending
to be another node.

By generating routing messages
pretending to be another node,
the attacker can introduce
conflicting routes or routing
loops, and cause network
partitioning.

Stateless NC protocols do not
rely on the identity of the nodes
for any operation, therefore they
are not affected.

State-aware NC protocols rely on
neighboring nodes for state
information and, thus, identities
can be faked to convey wrong
information.

Byzantine

Fabrication

A node generates
messages containing
false information.

By generating routing messages
with false information
(e.g. announcing small distances
to nodes that are far away), the
attacker can cause degradation of
communications and traffic
interception.

Stateless NC protocols can be
affected in terms of the gains
obtained and the processing time
by the injection of erroneous
packets into the information flow.

State-aware NC protocols are
more prone to this attack due to
the exchange of control traffic,
however since the optimization is
typically performed locally, the
scope of the attack is
considerably reduced.

Byzantine

Modification

A node modifies the

messages in transit.

By changing the header fields of
messages passed among nodes
(e.g. the destination node), the
attacker can cause traffic
subversion and denial of service.

Stateless NC protocols can be
affected by changes in the coded
packets in transit, in particular by
changes in the coefficients and/or
the encoded payload which may
render the native packets
undecodable.

State-aware NC protocols can be
affected by changes on either the
coded data packets or the control
packets. The scope of the
attacker is once again reduced
due to local optimization.
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Table 2:General security vulnerabilities and their effect in Stateless and State-Aware Network Coding (NC) Protocols in Comparison with Traditional Routing — Part
II

Byzantine
Replay
attack

A node sends “old”
previously
transmitted (and
eventually
authenticated)
messages to the
network.

By sending “old” routing
messages, outdated, conflicting
and/or wrong information enters
the network which may cause
defective routing.

Stateless NC protocols can be
affected in terms of NC gain and
processing time by the injection
of erroneous packets which are
repeated into the information
flow.

State-aware NC protocols can be
affected by changes on either the
coded data packets or the control
packets. The scope of the
attacker is once again reduced
due to local optimization.

Blackhole
A node refuses to
relay traffic on
behalf of others.

The attacker can cause denial of
service and degradation of
communications.

Stateless NC protocols can be
affected by degradation of
communications however they
benefit from the inherent
redundancy of NC enabling
increased robustness and
improved probability of
successful delivery [72].

State-aware NC protocols can be
affected by degradation of
communications. Local
optimization typically leads to
lower redundancy (if any) and
robustness.

Eavesdropping
(internal or
external)

The nodes
collaborate with the
protocol, however
they try to acquire as
much information as
possible.

By looking at every message that
a node is expected to relay, the
attacker can get access to
classified information.

If an intermediate node has
access to a sufficient number of
linearly independent
combinations of packets, it can
decode them and have access to
all of the sent information.

The number of packets needed to
have full access to the exchanged
data is much lower as a result of
having local optimization.
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Irrespective of whether a protocol is stateless or state-aware, the potential im-
pact of a malicious (Byzantine) node that injects corruptedpackets into the in-
formation flow is potentially higher than in traditional routing protocols. Since
network coding relies on mixing the content of multiple datapackets, a single cor-
rupted packet may very easily corrupt the entire information flow from the sender
to the destination at any given time.

4.2 Secure Network Coding Protocols

Having provided a security taxonomy evidencing the specificvulnerabilities of net-
work coding, we now turn our attention to mechanisms for designing secure net-
work coding protocols. Our main goal here is to show how the specific character-
istics of network coding can be leveraged to counter some of the threats posed by
eavesdroppers and Byzantine attackers. We also include a mobile key distribution
scheme in which network coding adds an extra line of defense.

4.2.1 Countering Eavesdropping Attacks

Consider first a threat model in which the network consists entirely of nice but
curiousnodes, i.e. they comply with the communication protocols (in that sense,
they are well-behaved) but may try to acquire as much information as possible
from the data flows that pass through them (in which case, theyare potentially ill
intended).

The problem can be mathematically formulated as follows. Assume that the
min-cut to each receiver equalsn. Lets = (s1, s2, . . . , sk) be the random variables
associated with thek information symbols that the source wishes to send securely,
y = (y1, y2, . . . , yn) the random variables associated with the encoded symbols
the source actually multicasts to the receivers andz = (z1, z2, . . . , zµ) the random
variables associated with the wiretapped symbols that Calvin intercepts.

We distinguish between two levels of security. A scheme isinformation theo-
retically secureif s is completely determined (decodable) byy, and the uncertainty
abouts is not reduced by the knowledge ofz, that is,

H(s|y) = 0 andH(s|z) = H(s). (41)

On the other hand, a scheme isweakly secureif the uncertainty about a particular
si is not reduced by the knowledge ofz, that is,

H(s|y) = 0 andH(si|z) = H(si) ∀i, (42)

but possiblyH(s|z) < H(s).
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Example 4.2. For the network in Fig. 3-a, an information secure coding scheme
with n = 2, k = 1, andµ = 1 can be organized as follows. If the source bit
s1 equals0, then either00 or 11 is transmitted through the channel with equal
probability. Similarly, if the source bit equals1, then either01 or 10 is transmitted
through the channel with equal probability.

codewordy1y2 chosen at random from:{00, 11} {01, 10}
source bits1: 0 1

It is easy to see that knowledge of eithery1 or y2 does not reduce the uncertainty
abouts1, whereas knowledge of bothy1 andy2 is sufficient to completely determine
s1, namely,s1 = y1 + y2.

Example 4.3. Fig. 3-b provides an example of weak security, usingy1 = s1 and
y2 = s2. If, for example,s1 ands2 take values uniformly at random overF3, then
H(s1) = H(s2) = log 3. Assume that Calvin intercepts the value ofy1 + y2 =
s1 + s2, and attempts to guesss1. It is easy to see thats1 may still take all three
values inF3 with equal probability, that is,H(s1|s1 + s2) = log 3. In other words,
the probability of error Calvin will make is the same, as if hewere attempting to
randomly guess the value ofs1.

Combining information theoretical security with network coding is challeng-
ing, as the network coding operations may inadvertedly reveal information regard-
ing the data and break the secure code. However, given a fixed wiretap-secure
code, we can find a network code that does not affect the security. The reverse
procedure is also possible: we can start with a fixed network code, and select an
appropriate wiretap-secure code. The problem of making a linear network code
secure in the presence of a wiretap adversary that can look ata bounded number of
network edges was first studied by Cai and Yeung in [67]. They demonstrated the
existence of a code over an alphabet with at least

(|E|
k

)
elements which can support

the multicast rate of up ton− k.
Regarding weak security, Feldmanet al. derived trade-offs between security,

code alphabet size, and multicast rate of secure linear network coding schemes in
[68]. Weakly secure network coding was also studied by Bhattad and Narayanan
in [69]. In this case, stateless protocols that exploit the RLNC scheme described
in Section 4.1 possess an intrinsic security feature (see for example [81]): depend-
ing on the size of the code alphabet and the topology of the network it is in many
instances unlikely that an intermediate node will have enough degrees of freedom
to perform Gaussian elimination and gain access to the transmitted data set.

Based on this observation, it is possible to characterize the threat level posed
by an intermediate node according to analgebraic security criterion[81] that takes
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into account the number of components of the global encodingvector it receives.
In the example ofFigure 5, which uses integers for simplicity, the upper (uncoded)
transmission scheme leaves partial data unprotected, whereas in the lower (network
coding) scheme the intermediate nodes2 and3 are not able to recover the data
symbols. A simple yet powerful way to exploit the inherent security of RLNC

1

2 3
a
b
c
d

e
f
g
h

a+b+c+d+e+f+g
3a+b+c+d+5f
a+2b+c+d+4g
a+b+c+3d+5h

5a+b+5h
6b+c+4g
b+7c+3a
b+c+9e

1

2 3

Figure 5: Example of algebraic security. The top scheme discloses data to inter-
mediate nodes, whereas the bottom scheme can be deemed algebraically secure.

and to reduce the number of cryptographic operations required for confidential
communication, is to protect (or “lock”) only the source coefficients required to
decode the linearly encoded data, while allowing intermediate nodes to run their
network coding operations on substitute “unlocked” coefficients which provably
do not compromise the hidden data [82].

Other directions include the exploitation of network topology to ensure that an
attacker is unable to get any meaningful information and adding a cost function
to the secure network coding problem, such that the problem becomes finding a
coding scheme that minimizes both the network cost and the probability that the
attacker is able to retrieve all the messages of interest.

We note that state-aware network coding protocols in which (a) packets are
combined locally and (b) all intermediate nodes in the path to the sinks are expected
to decode all of the packets, are in contrast intrinsically insecure and will in general
require end-to-end encryption.

4.2.2 Countering Byzantine Attacks

Although Byzantine attacks can have a devastating effect onstateless network-
coding protocols, RLNC can be extended to provide robust communication in
packet networks with Byzantine modifications (both detection and correction). The
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Byzantine modification detection in networks implementingrandom network cod-
ing was studied by Ho.et al. in [70]. In [71], the authors propose robust network
codes that have polynomial-time complexity and attain optimal rates in the pres-
ence of active attacks. The base idea is to regard the packetsinjected by an ad-
versarial node as a second source of information an adding enough redundancy to
allow the destination to distinguish between relevant and erroneous packets.

On the more practical side, [83] proposes a cooperative security scheme for
on-the-fly detection of malicious blocks injected in network coding based peer-
to-peer networks. Since packets are mixed at intermediate nodes, the solution
to verify the validity of encoded packets relies on homomorphic hash functions,
which allow that a hash of an encoded packet is easily derivedfrom the hashes of
the previously encoded packets. Unfortunately, these hashfunctions are computa-
tionally expensive. Therefore, to reduce the cost of verifying information on-the-
fly while efficiently preventing the propagation of malicious blocks, the authors
propose a distributed mechanism where every node performs block checks with a
certain probability and alerts its neighbors when a suspicious block is found. Tech-
niques to prevent denial of service attacks due to the dissemination of alarms are
also included in [83].

As previously mentioned, the impact of Byzantine attacks onstate-aware net-
work coding protocols is greatly reduced, due to the fact that network codes are
used only locally, i.e. in the vicinity of the transmitting nodes. Furthermore, this
type of protocols typically require that every subsequent node is able to decode the
encoded packets, thus limiting the error propagation and facilitating easier detec-
tion and recovery from Byzantine modification.

4.2.3 Key Distribution Schemes

The ability to distribute secret keys in a secure manner is anobvious fundamental
requirement towards assuring cryptographic security. In the case of highly con-
strained mobile ad-hoc and sensor networks, key pre-distribution schemes emerge
as a strong candidate, mainly because they require considerably less computation
and communication resources than trusted party schemes or public-key infrastruc-
tures. The main caveat is that secure connectivity can only be achieved in proba-
bilistic terms, i.e. if each node is loaded with a sufficiently large number of keys
drawn at random from a fixed pool, then with high probability it will share at least
one key with each one of its neighboring nodes.

Suppose now that a mobile node, e.g. a hand-held device or a laptop computer,
is available for activating the network and help establish secure connections be-
tween nodes. By exploiting the benefits of network coding, wecan devise a secret
key distribution scheme that requires only a small number ofpre-stored keys, yet
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ensures that shared-key connectivity is established with probability one and that
the mobile node is provably oblivious to the distributed keys [84].

The basic idea of the protocol, which is illustrated in Fig. 6, can be summarized
in the following tasks:

(a) prior to sensor node deployment:

1. a large poolP of N keys and theirN identifiers are generated off-line;

2. a different subset ofL keys drawn randomly fromP and the corre-
spondingL identifiers are loaded into the memory of each sensor node;

3. a table is constructed with theN key identifiers andN sequences that
result from performing an XOR of each key with a common protection
sequenceX;

4. the table is stored in the memory of the mobile node;

(b) after sensor node deployment:

1. the mobile node broadcasts HELLO messages that are received by any
sensor node within wireless transmission range;

2. each sensor node replies with a key identifier;

3. based on the received key identifiers the mobile node locates the cor-
responding sequences protected byX and combines them through an
XOR network coding operation, thus cancelingX and obtaining the
XOR of the corresponding keys;

4. the mobile node broadcasts the resulting XOR sequence;

5. by combining the received XOR sequence with its own key, each node
can easily recover the key of its neighbor node, thus sharinga pair of
keys which is kept secret from the mobile node.

Although our use of network coding was limited to XOR operations, more power-
ful secret key distribution schemes are likely to result from using linear combina-
tions of the stored keys.

5 Cross-Layer Optimization

The application of network coding ideas to practical data networks has to meet a
number of challenges. Modern data networks contain a variety of heterogeneous
components, including mobile wireless nodes, base stations, satellite terminals,
wired links and hubs, and electronic packet switches. All ofthese components
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Figure 6: Secret key distribution scheme. Sensor nodesA andB want to exchange
two keys via an mobile nodeS. The process is initiated by an HELLO message
broadcasted byS. Upon receiving this message, each sensor node sends back a key
identifier i(·) corresponding to one of its keysKi(·). NodeS then broadcasts the
result of the XOR of the two keysKi(A) ⊕Ki(B). Once this process is concluded,
sensor nodesA andB can communicate using the two keysKi(A) andKi(B) (one
in each direction). Here,EKi(A)

(mA→B) denotes a message sent byA to B, en-
crypted withKi(A), andEKi(B)

(mB→A) corresponds to a message sent byB toA,
encrypted withKi(B).

must work together to support the communication services requested by network
users. Indeed, a piece of data intended for a particular destination might traverse
a path consisting of both wireless and wireline data links, and might be combined
or split into packetized units and transmitted with different modulation and coding
strategies on each link of its path. Further, the transmission rates offered by each
link can vary with time, depending on the current network channel conditions and
the (potentially dynamic) resource allocation decisions made by the network con-
trollers. In addition, in a wireless environment transmissions on different links may
interfere with each other. In order to communicate efficiently over such a system,
it is important to develop principled network control and management strategies
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that take full advantage of the unique physical properties of each component and
use resources and information belonging to a number of layers of the standard OSI
networking model - an approach referred to as cross-layer network design.

A significant research effort is devoted to issues related torate control [85],
[86], [87] and cross-layer dynamic resource management [88], [89], [90], [91],
[92], [93] and significant advances have been made . Most of this work addresses
rate control, routing, scheduling and congestion control issues, without incorporat-
ing network coding ideas. Recently, a number of works appearthat attempt to also
incorporate network coding ideas in order to improve performance. These works
can be divided in two broad categories. In the first category,coding is allowed only
among packets of the same multicast session (intra-sessionnetwork coding). In
the second, coding can be performed also between packets of different multicast or
unicast sessions (inter-session network coding).

5.1 Multicast intra-session Network Coding

A number of papers address the problem of rate control for network coding, which
amounts to determining a coding subgraph as well the rates onthe links of this
graph so that certain costs associated with links rates and/or rewards associated
with multicast session rates are optimized. Once the codinggraph and the associ-
ated link rates are determined, an appropriate coding method, developed indepen-
dently, is selected; hence the two problems, subgraph selection and code selection
are decoupled. These works are mainly applicable to static networks and work at
the flow level, i.e. packet arrivals and scheduling of packets queues are not consid-
ered explicitly. In [94] a distributed algorithm is proposed to address the problem
of determining the coding subgraph under linear cost optimization criteria for a
single multicast session. Extensions to multiple unicastsare also provided. This
work is extended in [95] where decentralized algorithms optimizing convex cost
function are presented. In [96] the problem of selecting thelink transmission rates
in order to maximize a single multicast session utility function is considered. The
utility is an increasing function of the multicast session rate admitted in the net-
work and a decreasing function of the selected link transmission rates. Extensions
to cover the case of multiple multicast sessions in a networkare discussed. While
the previous works develop algorithms based on the subgradient iterative optimiza-
tion method applied to the Lagrangian dual optimization problem, the work in [97]
is based on applying the subgradient method to the primal. A single multicast ses-
sion is considered initially and a distributed algorithm for determining the appro-
priate link transmission capacities, based on a subgradient algorithm, is proposed.
The method can be extended in principle to multiple multicast sessions with intra-
session coding. Rate control algorithms for utility optimization and intra-session
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network coding are also developed in [98] where multiple multicast trees are used
for multicasting and network coding is applied to flows across multicast trees. The
work in proposes instead a path-based [99] approach with reduced complexity.

The work in [100] addresses the issue of incorporating multicast intra-session
network coding principles in cross-layer network control.The network may be
wired and/or wireless and time varying. The authors providethe network stability
region for the system under consideration. The main objective is to design dynamic
cross-layer algorithms that stabilize the network as long as the multicast session
exogenous arrival rates are within the stability region. The basic mechanisms on
which the design is based are the following.

• Virtual queues are created at each network node, one virtualqueue per desti-
nation for each of the multicast sessions in the network Hence the number of
virtual queues to be managed isM×D, whereM is the number of multicast
sessions andD the maximum number of destinations in a multicast session.

• At each node, scheduling and routing of packets is based on the pack-pressure
algorithm of [88], i.e., the decisions (including the random coding decision
- see next bullet) are based on the solution, at each decisioninstant, of op-
timization problems whose coefficients depend on the differences between
corresponding virtual queues in a node and each of its neighbors.

• In addition to scheduling and routing, random coding is performed at each
node among all packets in the virtual queues of a given multicast session.
The randomly coded packets (selected by the solution of the optimization
problem), along with the corresponding random-coding coefficients, is trans-
mitted from the selected node to appropriate neighbors of the node. A single
coded packet transmission may be placed by the receiving neighbor on a
number of virtual queues corresponding to destinations of the multicast ses-
sion to which the coded packet belongs.

It is shown that as long as the vector of exogenous packet arrival rates is inside
the stability region of the system, the rate of received and correctly decoded packets
by all destinations is the same as the incoming rate with highprobability. The
results are extended to incorporated multiple correlated sources for each multicast
session.

While these results establish a framework for incorporating network coding
techniques in the design of data networks, there is a number of issues that need to
be resolved. First, the overhead needed to carry the coding coefficients with each
packet needs to be considered. Since there is no restrictionon the number of pack-
ets to be coded together, this overhead is in principle unbounded and the algorithm
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as it stands is impractical. An alternative is to restrict coding only among packets in
batches of, say, sizek.However, this in general will result in loss of throughput and
a quantification of the resulting loss as a function ofk and the network topology
is needed. Second, the number of virtual queues to be managedcan be very large
and methods are needed to reduce them. Third the issue of distributed implemen-
tation needs to be addressed. For networks using back-pressure type mechanisms
but without using network coding, an number of advances has been made recently
[101], [102], [103] - although several issues still need to be resolved.. The ap-
propriateness of the proposed algorithms in an network where network coding is
allowed and the resulting complexity needs to be examined.

The incorporation of network coding ideas to the problem of energy efficient
information broadcasting to all nodes in a wireless networkis addressed in [104].
The performance benefits of network coding are derived analytically for fixed and
changing network topologies. Moreover, low complexity distributed algorithms for
random coding and packet forwarding are proposed.

5.2 Multicast/Unicast Inter-session Network Coding

While the capacity region of intra-session coding is well understood and known
to be achievable by linear coding [105], [106], the situation is much more com-
plicated if intersession network coding of packets belonging to multiple unicast
or multicast sessions is allowed. It is known that linear coding does not suffice
in this case [107] and the capacity region is not known. Henceefforts have been
directed towards understanding how to design dynamic resource management and
rate control algorithms in networks assuming specific typesof generally simple
linear coding algorithms, the idea being that this type of algorithms, although sub-
optimal should still give better performance than algorithms that do not employ
network coding techniques.

In the spirit of bringing the network coding ideas into practice, the COPE pro-
tocol is proposed in [108]. COPE aims in directly enhancing the current network
stack with network coding in its simplest form of binary XORs, and over single-
hop wireless links. COPE exploits the broadcasts nature of the wireless channel to
transmit encoded or uncoded packets to multiple nodes in theneighborhood. As
decoding takes place at the next hop (nodes store uncoded packets only), COPE
employs proactive interception (opportunistic listening) of packets transmitted to
other nodes in the neighborhood as well as explicit reporting from neighbors about
the packets stored in their pools. Leveraging the knowledgeabout the packets in
the buffer pools of the neighbors, COPE schedules coded packet combinations that
maximize the overall throughput. A prototype implementation of COPE in 802.11
wireless networks has been developed and initial results are promising. There are
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several issues, however, related to non-trivial computation and control overhead,
and large buffer pools requirement.

Similarly, the work in [109] restricts network coding to operations using only
binary XORs. Unlike COPE, this scheme is more complex as it tries to identify
butterfly structures in the network graph over which to exercise network coding.
Sufficient conditions on the vector of session rates in orderto be feasible under
this type of coding are provided and two construction algorithms for selecting link
transmission rates are proposed. However, the algorithms are not dynamic and the
network is static.

Dynamic stabilizing algorithms for this type of network coding, based on back-
pressure type of algorithms, are proposed in [110], [111]. In particular, [110]
generalizes [109] in two ways; first, by increasing coding opportunities through
recoding of already coded sessions in a recursive way, and second, by using queue
differences and back-pressure-based criteria to locally identify bottlenecks at the
network, where network coding could be exercised to increase throughput. On the
other hand, [111] uses a hypergraph model of the wireless network, taking advan-
tage of the broadcast nature of the wireless channel. XOR-based network coding
and broadcasts over the wireless channel are also employed in [112], trying to min-
imize the overall energy consumption by appropriately selecting the transmission
power, taking into account the probabilistic (successful)reception events over the
hyperarcs’ recipients.

In a similar direction, [113] uses XOR-based network codingas well. The au-
thors begin by observing that network coding should be carried out jointly with
scheduling(otherwise network coding may reduce throughput), and in particu-
lar, adapting to network topology and fluctuating link rates. Then, they study
the combined coding-scheduling problem, and formulate a generalized through-
put scheduling optimization that takes into account other criteria (such as power
costs) besides throughput. Last, they propose a simplified scheme, XOR-SYM that
reduces the computation and memory overhead of the intermediate nodes com-
pared to COPE; XOR-SYM allows coding of symmetric sessions only, that is ses-
sions whose one’s source is the other’s destination, dropping opportunistic listen-
ing. Still, the authors claim that the XOR-SYM yields performance benefits similar
to COPE.

Last, the work in [114] exercises Pairwise Random Coding, but is not restricted
to binary XORs only. Based on results in [115] where achievable performance
is characterized for directed acyclic networks and pairs ofunicast sessions, dis-
tributed algorithms are proposed for rate utility optimization. The algorithms allo-
cate rates and are designed for static networks.
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6 Benefits

An interesting property of network operation using networkcoding is that, for some
traffic scenarios, network coding effectively allows the nodes of the network to
achieve the optimal performance while operating in a decentralized fashion. This
finds immediate application in dynamically changing environments, where cen-
tralized network management and control has a prohibitive complexity, and thus
network nodes need to operate in a distributed fashion without using knowledge of
the overall network configuration. This property is directly implied by the infor-
mation theoretic proof of the main theorem in network coding[2], and can result in
benefits in terms of throughput as well as energy efficiency inwireless networks.

6.1 Throughput Benefits and Achievable Rates

As demonstrated by the butterfly network example, network coding can offer ben-
efits in terms of achievable rates. Calculating throughput benefits is a problem akin
to characterizing and comparing achievable rate with or without the use of network
coding.

Although such benefits are by now relatively well understoodfor multicasting
over graphs [26, 27, 30, 32], there are still many open questions over wireless
networks and other types of traffic. The case wireless networks, is particularly
challenging due to the presence of interference.

As a specific example of an open problem, suppose we have several receivers
in a network that are interested in nested subsets of messages. For example, in a
3-receiver system, we could have all three interested in messageW1, user 2 and 3
interested in(W1,W2) and finally user 3 interested in all messages(W1,W2,W3).
In general, a nested message-set problem is when user i is interested in messages
(W1, ...,Wi).

We are interested in characterization of rate-tuples that can be simultaneously
sent to these users while satisfying their individual requirements. In information
theory, this is known as the degraded message set broadcast problem. There is some
recent progress on this topic using ideas of network coding.The characterization
of this problem of general networks is one of the tasks we are planning to do in this
project.

6.2 Energy Efficiency Benefits

We here discuss benefits in terms of energy efficiency, calculated as the number of
broadcast transmissions, for a special type of traffic, information dissemination. In
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this case, all the network nodes are receivers, and potentially all network nodes are
sources.

Flooding a network with messages intended for a large numberof nodes is
arguably the simplest form of information dissemination incommunication net-
works, in particular if knowledge about the network topology is limited or even
absent. Typical applications, in which each node forwards copies of messages to
all of its neighbors, include the spreading of link state advertisements for topol-
ogy control and the distribution of queries for resource location purposes (e.g. in
peer-to-peer systems).

When nodes communicate over the wireless medium, the broadcast property
of the channel enables us to optimize the flooding process with respect to the num-
ber of transmissions, with obvious repercussions on the overall energy expenditure
and bandwidth consumption. Since the basic problem of finding the minimum en-
ergy transmission scheme for broadcasting a set of messagesin a given network
is known to be NP-complete [116], flooding optimization often relies on approx-
imation algorithms. For example, in [117] and [118] messages are forwarded ac-
cording to a set of predefined probabilistic rules, whereas [119] and [120] advo-
cate deterministic algorithms. Reference [121] proposes adeterministic algorithm,
which approximates the connected dominating set within a two-hop neighborhood
of each node, thus forming a backbone of forwarding nodes andlimiting the num-
ber of transmissions. The idea of using such a sub-set of nodes, also calledmul-
tipoint relays(MPR), has been implemented successfully in the Optimized Link
State Routing (OLSR) protocol [122] for mobile ad-hoc networks.

Recent research suggests that further reductions in the number of transmis-
sions required for flooding could be achieved using network coding (NC), i.e. the
ability of intermediate nodes to mix multiple messages through algebraic opera-
tions. More specifically, reference [123] quantifies these gains for ring and square
lattice topologies for all-to-all communication, and presents a heuristic algorithm
which outperforms probabilistic routing for a class of random geometric graphs.
Related work on the benefits of network coding includes a proof that the minimum
energy single-source multicast problem with network coding becomes solvable in
polynomial-time [124] and in a distributed manner [125]. The problem of multiple
multicasts, which is closer to flooding, remains however an open problem [126].

Another line of work related to information dissemination deals with gossip
algorithms. Consider a network represented as a graphG = (V,E) with n = |V |
vertices. Each vertex has a message that it wants to disseminate to all other nodes
in the network, using a gossip algorithm. The algorithm consists of two parts. The
gossip mechanismdetermines how nodes establish a communication connection.
Thegossip protocoldetermines what information the nodes exchange during their
communication. The figure of merit of these algorithms is speed of dissemination:
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how many rounds are required so that all nodes receive alln messages, with high
probability. In the case where the communication graph is complete the problem of
disseminating the messages can be reduced to the coupons collector problem. The
coupon collectors problem is one of the most popular topics in discrete probability,
and its description can be found in many standard textbooks on probability (e.g.,
[127, Ch. 9]) or algorithms (e.g.,[128, Ch. 3]). With routing, each node will on the
average need(n− 1) log(n− 1) + Θ(1) rounds in order to receive alln messages.
Consider now use of network coding. It is easy to show that thedissemination
can be completed afterΘ(n) rounds [129]. A similar order benefit can be shown
in the case of expander graphs. Information dissemination using network coding
over general graphs was studied by D. Mosk-Aoyamam and D. Shah in [130], and
it was shown that in general network coding offers constant benefits. Results for
network coding performance over random graphs were investigated for example
by A. Ramamoorthy et al. in [131].

Clearly, the performance and benefits network coding offer are related to the
underlying topology. A recent study [132] attempted a comparison of flooding
techniques based on multipoint relaying and network coding, by evaluating (a)
the number of transmissions per source message and (b) the incurred delay, both
under two relevant classes of random graph models. Somewhatunintuitively, the
analytical part of the work shows that the number of transmissions required to flood
a message with the network coding (NC) flooding algorithm under consideration
is asymptotically independent of the number of nodes. This is due to the fact
that in Erdoes Renyi graphs (ERG) and random geometric graphs (RGG) a higher
number of nodes corresponds to a higher number of neighbors that can be reached
by a single broadcast transmission. Since random linear network coding mixes
multiple messages in a single transmission, it is very effective at exploiting the
benefits of increased node density. With multipoint relays,however, the number of
transmissions per message is not independent of the number of nodes.

Naturally, the number of transmissions depends on other features of the net-
work topology and, thus, the question as to which scheme should be preferred
requires a nuanced answer. In ERG, NC flooding outperforms MPR flooding in
terms of number of transmissions per source message; the extent of this gain is
however deeply influenced by the diameter of the network. Reducing the diameter
decreases both the number of transmissions and the delay gains. A unit diameter
implies no gain at all. In contrast, in general RGGs (non-toroidal distance metric)
the considered NC flooding algorithm does not bring any benefits in terms of num-
ber of transmissions per message, when compared to MPR flooding. This appears
to be in contradiction with the observation in [123]. However, it is worth noting
that [123] focuses on RGGs on a torus and compares NC with probabilistic rout-
ing. The result in [132] could be interpreted to indicate that the existence of border

July 25, 2008 FP7 CT-2007–215252c©The NCRAVE Consortium Page 46 of 60



D1.1 Foundational Aspects of Network Coding: Report on State-Of-The-Art

effects in general RGG topologies has a negative effect on the performance of the
considered NC flooding technique.

As part of ongoing research, we are extending this analysis to other relevant
topologies and more realistic network models, as well as investigating the combi-
nation of NC and MPR techniques for efficient network flooding.

The notion of route, which is the basis of common routing algorithms, is ar-
guably less clear when network coding is involved, because network coding seems
most effective when there are multiple paths carrying information from the source
to the destination. One way to overcome this difficulty is to combine directed
diffusion [133] and random network coding, as proposed in [134]. Even if one
opts to use a standard routing algorithm to forward the data,the topology discov-
ery phase, in which nodes broadcast link state advertisements to all other nodes,
is likely to benefit from the throughput gains of network coding based flooding
protocols [132]. A detailed analysis of combined network coding and routing is
provided in [135].

7 Discussion and Identified Research Directions

In this report, we provide a literature review of network coding ideas as apply to
different types of traffic and network configurations, and from various perspectives
such as theoretical performance bounds, networking considerations, benefits and
challenges. Our focus of interest is application to networks that need to operate
using decentralized, low complexity algorithms. Throughout the report, we discuss
open research directions. A short summary of our findings anda (not exhaustive)
list of our further work can be sketched as follows.

Network coding techniques and ideas provide a valuable approach for our con-
text, however, to bring these ideas to fruition, a number of theoretical and practical
questions need to be addressed. Within this workpackage we will attempt to pro-
vide a theoretical framework and performance bounds that will guide the develop-
ment and application of our work.

Resilience to errors and erasures is a direction we plan to further investigate
through the development of algebraic coding schemes that generalize the classical
algebraic coding theory, as well as information theoretical characterizations. As a
specific example, we believe that a promising direction liesin the use of noncoher-
ent error control through subspace coding (see Section 3).

Error control is closely related to resilience to malevolent attacks. Preliminary
work has shown that network coding can be both beneficial and challenging in
terms of meeting security requirements. We plan to investigate security questions,
and further develop the theory of secure network coding, with special emphasis in
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decentralized protocols (see Section 4). We also plan to investigate schemes that
combine error correction and protection against security attacks.

An important aspect of bringing network coding ideas in practice lies in de-
veloping appropriate networking algorithms and protocols(see Section 5). In this
vein, we are interested in developing schemes of routing andrate-control specifi-
cally tailored to network coded systems.

Throughout our work we also plan to evaluate the benefits network coding
offers as compared to the currently employed techniques. This would involve in-
vestigating different types of traffic and a variety of network configurations. A
particular aspect of this work is in possibly identifying the network configurations
where use of network coding is beneficial, and in characterizing achievable rates
for different traffic requirements (see Section 6).
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